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Five Criteria to be Considered When Recommending
Surveillance

1. Purpose

» Must be an allegation (unreported material change, false and misleading
statements; misrepresentation of level of disability)

+ Must be a clear evidentiary need that surveillance is the tool that is most suitable
to be used to gather the required information (e.g. knowledge of return to work in
and of itself will not be sufficient to support the allegation as we need to
demonstrate that activities being performed exceeds their reported restrictions)

¢ No “fishing trips”

2. Demonstrable Evidentiary Need

e Properly conducted, surveillance demonstrates how the subject behaves
naturally without changing their actions or hiding their intentions

+ Must be strong likelihood surveillance evidence will prove/disprove allegation
(e.g. worker claims to be totally disabled, to have no social life and is virtually
housebound, however suspicion to the contrary has been objectively raised: the
Case Manager consistently unable to reach worker at home, Facebook and
social medial sites reflect an ongeing dynamic social life and/ or MTO indicates
the worker has maintained their drivers license and while on benefits purchased
a new vehicle.) Surveillance is appropriate if there is social activity / freedom of
movement which we suspect may be occurring. Surveillance will inform benefit
entitlement decisions by confirming or refuting this objectively raised suspicion.

3. Information Collected Will Achieve the Desired Purpose

o What activity do you and the Case Manager reasonably expect to see?

» Consider how the anticipated activity will inform benefit entittement decisions

¢ Must be a strong likelihood surveillance evidence will have a demonstrable
impact on benefit entittement

¢ For example, if the worker is able to walk, drive and carry on normal daily
living activities and that is all the activity we anticipate seeing with surveillance,
then surveillance is not to be considered

o If however, evidence on file indicates the worker is totally disabled/homebound
but the review indicates activities consistent with an ability to eg cooperate with
RTW etc, then surveillance may be appropriate.

4. Loss of Privacy Proportional to Benefit Gained

» The surveillance must be for a lawful reason, and be conducted lawfully (images
captured must always be in the public realm and the conduct of the private
investigator must be above reproach and meet statutory provincial guidelines for
private investigators). Section 8 of the Canadian Charter of Rights and Freedoms
protects citizens from unlawful search and seizure.

» Invasion of privacy even within the law must be balanced against the potential
benefit gained. In our circumstances, there must be a real potential to make a
more informed and accurate benefit entitlement decision, to justify surveiltance.




5. Less Privacy-Invasive Measures Considered/Taken First :

» Compliance Specialists must first ensure that the Case Manager has considered
all reasonable alternatives to surveillance

« Compliance Specialists will conduct social media searches, database searches
and as appropriate avail themselves of existing MOU's with government
agencies (e.g. MTO, CRA, Ministry of Government Services) in search of
information as an alternative to surveillance (e.g. MTO may provide stand alone
evidence of a return to work as a truck driver: CRA may provide through a T4
stand alone evidence of an unreported material change)

* These searches may also support surveillance being the most appropriate tool to
be used to gather the required information




Surveillance Files - Genaral

All requests for surveillance must be approved by the Director of the Compliance
Branch. Poticy and guidelines for the use of surveillance have been developed and are
posted on the WSIB website.

As with Investigative Files, all Surveillance Files are opened as a resuit of a referral
from Operations. Given the intrusive nature of covert surveillance, it is particularly
important that a Compliance Specialist in each case ensures that all reasonable
administrative options other than surveillance have been considered, and that itis
reasonable to believe that surveillance evidence will assist a decision maker in the
adjudication of a claim.

Support Analysts are responsible for the opening, maintaining, closing, vetting, copying
and storing of surveillance files and the proceeds of surveillance. The Support Analyst
assigned will be responsible for providing administrative support throughout the life of
the file.

Surveillance Files are converted to Investigative Files in those cases where the
proceeds of surveillance indicate that further investigation is required by the
Investigations and Prosecutions Branch, with a view to enforcement. Surveillance files
being considered for investigation are still subject to the normal intake process as
described below.

Surveillance

Surveillance is used by the WSIB for the refutation or confirmation of an allegation to
impact or inform an administrative decision or to inform a general or specific deterrent.
Covert surveillance by its very nature is considered an invasive tool from a privacy
perspective, requiring clear policy and strict guidelines. The WSIB has a duty to hear,
examine, and decide issues under the Workplace Safely and Insurance Act or the
Workers' Compensation Act (the Act) and may use surveillance to gather evidence for
this purpose. Policy and guidelines for the use of surveillance have been developed and
are posted on the WSIB website (see OPM 22-01-09 Surveillance and OPM 11-01-08
AudiofVisual Recordings).

A Director in Regulatory Services must approve the use of surveillance in every case.
Compliance Specialists will review and analyze all requests for the use of surveillance
to determine the appropriateness and feasibility of conducting surveillance, to ensure all
reasonable administrative options to surveillance have been considered and that the
WSIB and those who conduct the surveillance adhere to all pertinent legisiation and
policy guidelines. The Manager of the Investigative Services Team must review and
approve all recommendations for surveillance prior to them being considered by the
Director. An auditable electronic “paper trail” is created in each case to document the
request/review/recommendation/approval process. :



Regulatory Services maintains a roster of private investigative firms who have been
selected and contracted through an open, competitive procurement process to conduct
its surveillance requests. Compliance Specialists manage, on a case by case basis,
the use of external private investigative firms to ensure WSIB standards, guidelines and
contractual obligations are met. This includes selecting the appropriate firm; negotiating
terms; forwarding contracts/obligations to companies retained; managing surveillance
operations on a daily basis; ensuring proceeds of surveillance are properly documented
and are admissible in a court proceeding; and evaluating the performance of external
surveillance firms in carrying out each assignment.

The WSIB only accepts recordings that are accompanied by a signed statement from
the author setting out when (date and time) and where the recording was made,
confirming that the recording was not altered, and that it is a true representation of its
subject. . '

Procéeds of Surveillance

A Compliance Specialist in each case will review the proceeds of surveillance and
assess its ability to inform an administrative decision and/or the need for a general or
specific deterrent.

Surveillance evidence often has the ability to significantly impact benefit entitlement
decisions yet not be worthy of a referral for investigation. In those cases where an
investigation is not to be considered, the Compliance Specialists will direct the new
evidence to the relevant Claim File and offer other assistance as required to the
decision maker.

Surveillance evidence may also refute an allegation made against an injured worker. In
all cases, the surveillance proceeds are referred to the Claim File.

In those cases where an investigation is warranted, the surveillance file will be
converted to an investigative file and will enter the regular intake stream as described
below. Where an investigation is warranted, the Compliance Specialist will ensure that
the surveillance evidence does not become part of the accessible Claim File until the
Senior Investigator has conducted an investigation to the point where disclosure will no
longer compromise the integrity of the investigative process. At that point, the
surveillance evidence is then referred to the Claim File.
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Below is an itemized list of Red Flags which staff should be mindful of as potential identifiers of fraud or
non-compliance when dealing with workers, employers, healih care providers and others. Caertainly
none of the Red Flags in isolation is a definitive indicator of wrongdoing, however, they can be ulilized
by WSIB staff as an assistive device for the early detection of non-compliance or fraud.

Table of Contents (click on the link in the Table of Contents to go to the specific topic)
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information
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details
Madical related details  Employer offences
Benefits paid details
General
Worker's LMR details
Worker offences

Workers

Worker detalls

Personal Refationship with employer

Personal Relationship with wilness

Cannot remember accident history/ Inconsistent/ Contradictory
Delay in seeking medicai aftention

Delay in reporting accident

Delay in laying off work

Missed appointments/medical/LtMR/WSIB arranged
Frequent change of address or phone number

Address or phone number same as employer/witness/doctor
Numerous Prior claims

Prior Claims Same lime of year

SIN# information invatid or more than one

Erratic employment history (changes job frequently)
Motivationat factors (hard to reach, uncooperative)
Secondary Gain evident (anti-social behavior, over-reaclion)
Language barriers {rarely able to speak lo worker directly)
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Canada Disability Pension/Employment Insurance Welfare/income not reported
Worker lives out of provincefrelocated shorily afler accident
Accident occurs shorly after being hired

Inconsistent or contrary identifiers {date of birth, names, SIN#'s)
Change of Circumslance not reported

Concurrent Employment

Numerous recurrences

History of incarceration

History of lying, impersonating or forgery

Did not or will not sign Form 6

Has not returned Form 41's

Noted recreational aclivities inconsistent with claimed disability

Back io top

Accldent detalls

Inconsistent/contradicting witness statements or employer statements

No clear accident/disablement situation (cotitd not have Occurred as described)
Accident occurred off employer's premise or job site

Possible serious and willful misconduct

Questionable situation {intoxication, fight claim, third party)

Oceurred before seasonal shut down or work shortage lay-off

Prior claims with previous conflicting accident histories

Accident occurs on the weekend

Accident oceurs shortly after starling employment

Back to top

Forms details

Forms 6 & 41 sent out and not returned

Delay in returning forms

Forms not completedivague information

Forms not signed

Change of signatura/handwriting

Forms returned by someone else

Form returned but not issued by decision maker

Back lo top

Medical related details

Frequent change of doctors/specialists

Unreasonable distance traveled by worker to see GP.

Lack of compatibility between diagnosis and accident history
L.ack of compalibilily between trealment and diagnosis

Lack of medical evidencefobjective findings in reports
Inconsistent symptoms reported

Diagnosis of Chronic pain. functicnal overlay. overreaction anti-social behaviors
Psyehological problems ‘

Pre-existing medical probtems {same area}

Pre-existing medicat probtems (different areas)

Worker's recavery is inconsislent with usual healing time
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Permanent impairment inconsistent with benefits paid or usual healing time

Indication of drug dependency over prescribing worker upset when medication denied)

Lack of compatibility between drugs and injury :

Secondary Entillement inconsistent with accident history (Chronic pain, disabiiity, fibromyalgia)
‘ Ciaiming numerous areas of injury {generalized pain)

Doctor has refused to treat the worker

First medical trealment from Chiropractor

Worker refused medical ireatmant

Back to top

Benefits pald detalis

Inconsistent earnings reported by worker and employsr

Infiated or deflated earnings

Inconsistent documentation of earnings between T4 stips, Cheque stub, income tax returns
Inconsistent info on Employment Insurance record and Employer's time cards, Revenus, tax ,
bank, cheques

Overlapping benefits with prior claims on Canadian Disability Pension

Debt created in prior claim

Back to top

General
Anonymous phane calls/call records
Suspicious Clrcumstances

Back to to

Worker's LMR details

Missed appoiniments

Muitipte objectives/plans/opening and closures

Inconsistent attendance of school/inability to provide marks
Inconsistencles in prevalent non-work related issues {(e.g. death of spouse or family
member/marriage break-up) '

Erratic employment history

Inconsistency between education, transferable skills and work history

t ack of contact between the case manager and worker/no follow-ups
Lack of cooperation from the employer regarding return to work process
No contact with the employer

Employer out of business

Lifestyle inconsistent wilh alleged wages

Worker returns o pre-accident job {or similar work) after exiensive training
Previous participation in LMR under prior claims

No job description on filefoccupation details

Back vlo fo

Warker offences
Worker making a false or misleading statement
Worker wilfully fails to notified the WSIB of & material change within 10 days




Regulatory Services Page 4 of 6

Back lo lop

Employers

Employer details

Employer demonstrates history of not filing Form 7 until asked

High number of NLT claims vs Lost time

High Heailthcare costs in No Lost Time Claims

High proportion of withdrawn or abandoned claims

High incident of administrative charges for late reporting/non-reporting (s. 133)
Incident of “inappropriate" modified work

Employer refuses the reimbursement of advances for workers who cannot work
Discrepancies in accident histories on Forms (Form 7 accident not as serious as Form 8)
No Lost Time inconsistent with seriousness of injury sustained

Gifts or incenlives for worker fo meeting safety targels

Altering work schedules to avoid LT

Insisting worker uses vacation lime

Worker not allowed to report to the accident

Worker discouraged from going to doctor

Related to worker,

Related to an associated company

Frequent change of Address/iphone number

Address is Post Box # :

Address associated; with previous companies that have closed their account with WSiB
Employer went out of business (no forwarding address)

Frequency of late filing charges

Lack of signatures on the Form 7

Employer is out of province

Unable to reach anyone throughout the claim

Uncooperative in returning worker back to work

High number of claims registered for the company (QFRM)

Number of claims inconsistent with assessable payroll

Seasonal or casual industry '

High number of claims at end of season

Company in Collections

Disreputable Employer Representative

Back fo top

Employer audit information

Not registered with the Ministry of Consumer and Commercial Relations

Not regislered with the Canada Revenue Agency (CRA)

Not reporling to the Ontario Ministry of Revenue for Sales Tax Remittances

Not meeting olher Licensing and L.egislated responsibilities

Ulilization of an accounling firm

Not obtaining contracts or generating revenues in the Company's or principal's name
Not issuing invoices for work or business

Inconsistent informaltion on T4 slips/copies of contracls

Unable to provide documentation for audit purposes
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Optional insurance dotails
Date oplional insurance requested close to date of accident
Amount of optional insurance inconsistent with occupation and industry
Unable to provide proof of earnings/income
Inconsistent proof of income documentation {i.e. CRA information)
Worker continued to receive salary or some type of work while on banefits
Lengthy duration of benefits
-Worker continues o operate the business
No proof that business was ever closed
Assessments not paid to date
Family members are receiving benefits under this firm #

Back o top

Employer offences

Employer making deductions from worker for WSIB coverage
Employer receives money for Health Care expenses

Employer does not comply with rules of accident associations
Employer or Employer Representative discloses Medical information
Employer fails to register in 10 days '

Employer does not submit stafement as required

Employer does not give access to payroll records

Employer does not allow access for inspection of premise

Employer doas not glve sacurity for assassment for Temporary industry
Employer does not report accident in 3 days

Employer doas not inform WSIB within 10 days of material change

Back lo top

Providers

Provider detalls

Provider makes false or misleading statement to oblain payment

Billing excessive for type of service

Billing for services not renderad

Billing for higher level of service or better product than rendered to client

Doctor is uncooperative in giving information

Doctor has questionable relationship with pharmacy/physiotherapist/provider/specialist

Provider has questionable relationship with educational faclfity, training centre or apprenticeship

. Backtoto

General fraud

Al participants
Makes false statement or representalion refating to benefit enlitlement
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On Connex

e

Referral to Regulatory Services

Reason for Refarral

Identification of possible non-compliance and/or possible wrongdoing/offences under
the Workplace Safety and Insurance Act (WSIA) refated to a worker's case, based
upon:

{dentification of Red Flags (see Other Resources below)

Review of case file

Review of a video which did not originate within Regulatory Services

Verbal or written information received from a stakeholder, or a member of the
public, including an Anonymous Call Record

Who Can Refer

Service Delivery
» Eligibility Adjudicator
= Case Manager (Short Term)
» Case Manager (Long Term)
= Case Manager (Appeals/WSIAT Implementation)
*  Managers and above

Occupational Disease & Specialized Services
Adjudicator ( Occupational Disease)
Case Manager (Pre-1990)

Case Manager (Serlous Injury)

Case Manager (Traumatic Mental Stress)
Managers and above

Appeals Branch
= Appeals Resolution Officer

# These roles are identified as ‘Referring Role' in the Referral Process below.

Role of Regulatory Services

Provide compliance-related guidance and advice

Determine appropriate compliance activity

Obtain relevant informalion from various sources

Arrange for and monitor surveillance

Conduct an investigation and pursue charges when appropriate

Position Case for Referral
< Activity required by Referring Role

1. Discuss referral with manager
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Referral to Regulatory Services

Review case in order to have an in-depth discussion with a Compliance Specialist

about reason for referral, appropriate compliance activity, and impacts to benefit

entitlement

3. Complete Referral Process (below)

Referral Process

# Role

Activity

1 | Referring Role

Ensure case meets reason for referral
Ensure case is positioned for referral

2 | Referring Role

Obtain name and phone number of designated Compliance
Speclalist from ‘Compliance Speclalist Sector Alignment’
document (see Other Resources}

Contact Compliance Specialist by telephone to discuss case
and reason for referral

3 | Compliance
Speclalist

Provide compliance-related guidance and advice to Referring
Role

Advise why referral will not be accepted, if applicable.

Qutline next steps if referral will be considered

4 | Compliance
Specialist

Review case file to determine appropriate compliance activity
Advise why referral will not be accepted, If applicable

If compliance activity isfincludes information request, review
appropriate sources, including:

o Canada Revenue Agency

o Compliance partners

Internet including soclal media

o Ministry of Government Services

o Ministry of Transporiation '

Advise Referring Role verbaily or in writing of findings, if
applicable »

Close referral if no other compliance activity will be undertaken

C

5 | Referring Role

Document findings of Compliance Spegialist in memo to file, if
applicable :

File in SIB (Special Investigation Branch) section of case file
Assess information and take action, as appropriate, if
surveillance and/or investigation is not needed

Note: If no other compliance activity, referral is complete

6 | Compliance
Specialist

Discuss next steps if surveillance andfor investigation will be
recommended

Send Surveillance Request, if applicable

Request email from Referring Role to initiate referral

Note: Compliance Specialist may complete Surveillance
Request on behalf of Referring Role
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Referral to Regulatory Services

# Role Activity
7 | Referring Role Send email to Compliance Specialist to initiate referral and
COpy manager ‘
Complete and return Surveillance Request, if required
Flag case file jacket: ‘File has been referred to RSD'
Note: Surveillance Request document can only be obtained
from a Compliance Specialist and is not on Connex or D2I
8§ | Compliance Complete Surveillance Request, or review document
Specialist completed by Referring Role
Recommend and obtain approvals for surveillance and/or
investigation
Arrange for and monitor surveillance and/or investigation, as
required
9 | Compliance Maintain contact with Referring Role during surveiliance and/or
Specialist investigation and:
o Provide regular status updates
o Request additional information as needed
10 | Referring Role Collaborate with Compliance Specialist and Regulatory
Services during surveillance and/or investigation, if applicable
Provide verbal statements to investigators, if required
11 | Compliance Review and validate video from surveillance
Specialist Ensure Suiveillance Report/Transcript and Certificate of
Authentication are scanned to case file
Ensure video is directed to records and advise Referring Role
how to access
Note: Resuits of surveillance may not be sent until
investigation is completed
12 | Referring Role Review Surveillance Report/Transcript, and obtain and view
video
Consult with Manager about decisions/next steps
If there is substantive evidence which will impact benefits,
contact worker by phone and arrange for him/her to view video
at a WSIB office
View video with worker if applicable, and document worker's
explanation in a memo to file
Note: Manager may be present in mesting with worker
13 | Referring Role Make and implement decisions based on resuits of surveillance

and worker's explanaton, if applicable

Communicate decision in writing to WPPs, if worker was
contacted

Communicate decision to Compliance Specialist verbally
Update jacket to indicate surveillance video was reviewed
Return video via interoffice mail to Central Registration and
Document Management, Simcoe Place, 15" floor, for storage
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Referral to Regulatory Services

Standard Forms and Letters

«  Surveillance Request (Word template obtained from Regulatory Services)

Additional Information

1. Refer to Policles 11-01-08, Audio Visual Recordings and 22-01-08, Surveillance,

2. If Regulatory Services does not accept a referral, discuss next steps with Manager.

3. All documents and memos related to the referral are filed in the SIB section of the
case file.

4, Surveillance will only be conducted if it may impact benefit entittement decisions -
and all alternatives to surveillance have been considered. A Director in Regulatory
Services approves the use of surveillance in all cases.

5. Surveillance and investigation may result in criminal charges and prosecution by .
Regulatory Services. Management of the case and case decisions remain with the
Referring Role during this time. :

6. Do not disclose to any WPPs that the case has been referred while it Is still active
with Regulatory Services, as it may compromise surveillance or an investigation.

7. Evidence from audiofvisual recordings Is considered in conjunction with all other
evidence.

8 When a video and transcript are viewed by the Referring Role:

» Video and transcript become part of case file regardless of whether the video
proves or disproves the allegation
« A copy of the video is provided to the worker if access is requested.

Timeframes

Referring Role
s Position case and contact Compliance Specialist as soon as possible after
identifying reason for referral

Regulatory Services
« Timeframes to complete a referral are based upon several factors:

o Type of compliance activity and priority of referral

o Existing workloads :

o Availability of external providers; surveillance may begin in less than 24
hours

o Activity of the worker; surveiltance pertaining to level of disability can
become protracted if worker is not very active
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Referral to Regulatory Services

Other Resources

Compliance Specialist Sector Alianment
Regulatory Services - Red Flags to Watch for

.
* RSD Surveillance Requests
= Video Surveillance: A Tool for Operations
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RSD Guidelines for Providing Information
To Decision Makers.

Pu rpose: Itisincumbent on Regulatory Services to report and provide to decision makers in
operations in a timely Fashion any new information which is obtained through the course of surveillancs,
analysis or investigation which may pesitively or negatively impact a worker's entitlement to benetits.
While it is imporiant to provide new information to decision makers at the carliest opportunity, guidelines
must be followed to ensure that integrity of the RSD investigation is protected and privacy guidelines are
met. The Compliance Branch plays a significant role in the transfer of new infermation to decision makers
and stalf shoutd bear in mind the following practices and procedures,

Senior Investigator:

General: While it is the role of Senior Investigators to gather evidence to support or refute an ailegntion,
they should bear in mind that on oceasion they may obtain information (e.g. conlirmation of employment)
which if placed betore a decision maker at an enrly opportunity, may subsiantially reduce the loss to the
WSIB on a claim. The Senior Investigator should:

[, Consider the impact of any new information on a worker’s entitlement to benefits,

If new evidence/information exists which is important 1o be placed before the decision maker as it
mright impact a worker's entitlement to benefits consider the earliest opportunity to release the
information to the cinim file bearing in mind the anticipated time required to complete the
investigntion and any need for the investigation to remain covert.

3. Communicate clearly to the Support Analyst those materinls which can he released to claim.

4, Provide direction to the Support Analyst on any vetting which may be required (e.g. witness
address and telephone number).

5. When surveillance has been conducted, coordinate through the Comptiance Specialist the timing
of the transfer of the proceeds of surveillance to the decision maker (as the investigator is not to
provide copies of the proceeds of surveillance directly to the decision maker. In the past, copies of
surveillance materials have been misplaced by operations and as a result, a more clearly defined
process using the records area has been developed to reduce the risk of materials becoming lost. |

6. Document the evidence which is being released to the decision maker in an interim report (or

" closure report) clearly noting any attachments which are being provided.

Compliance Specialist:

General: 1t Is Incumbent upon the Comptiance Specialist 1o be cognoscente of opportunities at any stage in
a worker's file to address non-comptiance and reduce the finnncial impact to the WSIB of worker nen-

«compliance/fraud. 1t is the Compliance Specialist's role to coordinate and facilitate the exchange of
information/evidence to the decision maker, however, it is not incumbent upon them to perform the
administrative tasks normally associated with the role of the Support Analyst.

Surveitlance!

1. Inaccepting a referral for surveillance, ensure a sound case can be made that the anticipated
proceeds of surveilfance will impact (positively or negatively) a worker's entitlement to benefits,

2. Once surveillance is approved, monitor day by day the proceeds of susveiliance and assess the
activity as reported by the surveitlance company tor its potential to impact benelits. The
Compliance Specialist will seek advice Jrom the decision maker as required.

3. Ensure where possible that sullicient perieds of surveillance are conducted to provide sufticient
grounds tor the decision maker to make an informed decision regarding the worker's entitlement
to benefits.

4. The Compliance Speciatist will review at the carliest opportunity the proceeds of surveillance for
its potential to impact benelits using the assistance of the decision maker or SAST as required. If




it appears the proceeds of surveillance in and of itse!f are sufticient to impact benefits, the
Compliance Specialist is to notify their manager, iFthe Compliance Manager believes that the
proceeds of surveillance can be sent to the SIB portion of the worker’s file without impacting the
potentinl to successfully investigate/prosecute issues of non-compliance, the Compliance Manager
will meet with one or more of the Investigative Monngers to seck authorizalion to release the
surveillance materinls to the claim file. Should the Iavestigative Managers concur that surveitlance
materiols can be sent to the claim without impacting an investigation, the uswal practices and
procedures for attaching surveillonce materials to a claim will be followed (as detailed below).
The Compliance Specialist will facilitate the transfer of surveillance materials to the claim file and
provide ongoing support to the decision maker as required.

The Compliance Specialist will inform the operating area (including the decision maker’s
manager) on any decision to refer the worker's claim for investigation by RSD. The Complinnce
Specialist will also educate the operating arca as to the normal course of an RSD
investigation/prosecution and provide ongoing asiistonce/education as required.

-Surveillance Materials to Claim File:

2

‘General - In alt cases where the worker was observed and especially when imnges have been

obtained, the proceeds of surveillance witl be directed to clnim (at the appropriate time),

At any point where it is has been determined that surveillance materials con be released to the
worker's claim file, the Compliance Specialist is to assess its potential impaet on the claim and
provide such assistance as is requited to the decision maker. This typically results in a face to face
meeting in the Toronto nnd Hamilton Offices and at feast a telephone call to the decision maker in
Regional Offices. The Compliance Specialist will advise the decision maker as to the tocation of
the surveillance materiats (SIB portion of claim ~lape housed in records) and will facilitate/provide
cquipment as needed to view the surveiltance. The Compliance Specialist will also advise the
decision maker on resources available to them to assist in the assessment of the surveitlance (e.g.
SAST, Medical Consultant). The Complinnce Speeialist is not to advise or direct a decision maker
regarding a worker’s entitlement to benefits,

The Compliance Specialist will educnte the decision maker on the need to continue to adjudicate a
worker’s claim following normal policies, practices and procedures including those cases where
further investigation by RSD is warranted. Should an invesligation ensue, the Complinnce
Specialist is to educate the operating area as to the normal course of an RSD
investigation/prosecution and provide engoing assistance/education in this regard as required.

[t is the role of the Support Analyst to place survellfance materials on a worker’s claim file and as
such, the Compliance Specialist will not provide surveillance materials directly to a decision
maker, Approved practices and procedures regarding transfer and slorage of video surveillance is
to be followed including ensuring that the surveillance tape flow through records to the decision
maker,

Support Analysts Role

L

o

SA makes a copy of the original surveiliance DVD and report, A copy stays with the file and the
original/master is stored in RSD's file room,

When the file is closed or we are able to send the surveillance to ¢laim w/o impacting the
investigation, the SA sends a copy of the DVD to Records Control, and scans the report to the
claim file,

The original/master DVD and report remains in RSD,

When the Cuse Manager / Appeals wants to review the BYD, they moke a request through
Records Control. .

We sometimes step outside of this process when there is an urgency for the CM to see the DVD
i.. we allow them to come up and watch our copy, or we lend them our copy to watch on our
DV D player, but whea this is done it should be documented well in the IF (i.e. Surveillance
Tracking Sheet) so that we can ensure it is returned to us.




Ongoing Worker Investigation:

A Compliance Specialist should routinely review active worker investigation files for the
existence of evidence and/or materials which might impact a worker's entitlement to benetits as
investigators tend to focus on gathering evidence to support or refiste an allegation and may miss
an <arly opportunity to impact & worker's benetits.

Shoutd a Compliance Specialist note that there is evidence on file which is likely sufficieat to
impact an ¢ntitlement decision, then they should discuss the opportunity with the Senior
Investigator assigned 1o the fite. The Compliance Specinlist understands that the ultimate decision
as to the timing of the refease of information/documentation to the claim Fle rests with the Senior
Investigator and his manager as the need to protect the integrity of the investigation usually
supersedes the potentia for cost savings.

Once the investigator identifies specitic proceeds of the investigation which can be released to lhe
claim hite, then normal practices and procedures (inchuding the need to decument the materials
being provided in the IF and the Interim Repont) as detailed below need to be followed, The
Compliance Specialist will provide ongoing assistance/support to the decision maker as required.
At the closure of a worker file which does not result in charges, the Senior Investigator should
review the resulls of the investigation with the Compliance Specialist. It is important ot the
closure of a worker file (with or without charges) that any information/documentation {positive or
negative) which is pertinent to entitlement considerations be sent to the claim, This process can be
facilitated by the Complinnce Specialist who will ensure the decision maker is aware of the
materials and report and will also provide ongoing education/support to the decision maker as
required

Charges Laid:

i

In all cases where charges are Iaid ngainst a worker, new information to claim memo needs to be
prepared by the Senior Investigator and the proceeds of the investigation as they pertain to
entitlement to benefits directed to the claims file. In many cases, materials will have to be vetted
for privacy reasons (e.g. protect address and telephone number of a witness); the authority and
responsibility for vetting materials rests with Investigations and Prosecutions Branch though a
Support Analyst may perform the actual vetting. Should a Compliance Specialist or Support
Analyst have any Privacy concerns with materials being directed to a claim file, they should seek
direction from their manager the Investigations and Prosecutions Branch. Usual practices and
procedures including the aged to document the materials being provided in the IF and the new
information to claim memo need to be followed,

The Compliance Specialist’s role is that of coordination, not that of actually performing
administrative tasks as required. The Compliance Specialist will ensure that the ducnsmn maker is
advised of the new evidence/materials,

Once a worker fite is ¢losed, a Closure Report is to be prepared for the decision maker. The report
will advise the decision maker of the results of court and will include any new
information/materials which can be released which might impact benefit entitlement. The Senior
Investigator should review any outstanding compliance issues with the Compliance Specialist.
The Compliance Specialist will coordinnte the distribution of the closure report, will speak with
the decision maker about any outstanding compliance issues and will provide ongoing assistance
to the decision maker as required

Interim/Closure Reports:

L.

At file closure or any time during an investigation where the proceeds of the investigation or
surveillanve are being directed to a elaim file, new information to claim memo or closure report
needs to be vreated by the Senior Investigator. 11 is important that in addition to communicating
new information, the report also clearly identifies below the signature block, all attachments which
are being included.
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The distribution of the interim/closure report wilf be coordinated by the Compliance Speciafist.
This will eliminate any confusion the Senior Investigator (or Support Analyst) may have
concerning carriage of the claim lile (original Claims Adjudicator ys Appeals) and it will also
ensure that the Complionce Specialist is in n position to provide engeing education/support to
decision maker.

3. The Support Analyst assigned 1o the file will provide the Senior Investigator with assistance as
required (review, copy, scon, vet) to facilitate the transfer of the proceeds of the investigation to
the chaim Hle. In addition to attachments being noted on the interim/Closure Report, all evidence
and materials being sent to claim should be documented in the IF by either the Senlor Investigator
or the Support Analyst.

Support Analyst:

General: [ is the Support Analysts role to undertake those administrative tasks as requ:red to facilitate the
transfer of the proceeds of the investigation to the clnim file.

1. The Support Analyst will be responsible for the transfer of the proceeds of surveillance to the
clpim file, The direction to transfer the materials to claim should be coordinated through the
Compliance Specialist as this ensures a “warm handolF” to the decision maker, Normai practices
and procedures for sending evidence/materials to claim are to he followed but include:

¢ Maintaining a master surveillance tape/CD in the designated RSD records nrea at all
times

¢ Preparing a copy of the surveiilance video/CD for the claim, marking it accordingly and
noling the tape identitier in the IF {e.g. Admin. Copy 1)
Seanning of the surveillance report and Cerificate of Authenticily to lhe claim
Preparing Covering memos

¢ Directing surveillance video/CD to ¢lnim via Records (never direcly to the decision
maker)

¢ Dccumenting the scanning and video/CD creation and transfer to Records in the IF

2. The Support Analyst during any stage of an investigation will be responsible to assist the Senior
Investigator with the adminisirative steps required lo send the proceeds of an investigation to
claim inciuding:

*  Vetting (Privacy Concerns)

Printing

Copying

Scanning

Ensuring the materials being directed to claim are dommentud in the IF and in the

closure/interim report

e That the original materials which were directed to claim are maintained in the
investigation accordion folder




GUIDLINES FOR ASSIGNING & MONITORING SURVEILLANCE

Assignment to Private Investigative Firm:

The Compliance Specialist will select a Private Investigative Firm (PIF) from the WSIB's
contracted roster of PIF's. Selection is based on factors that include; location, availability,
specialized needs and prior performance. ‘

An Acceptance Letter is faxed to the selected PIF by the Compliance Specialist. The selected
firm will sign and fax the PIF Acceptance Letter back to the Compliance Specialist,
acknowledging receipt of the assignment and agreeing to adhere to the protocols, expectations
and fee schedule within.

Monitoring:

Prior to the surveillance assignment commencing, the Compliance Specialist will speak with the
Private Investigator (PI) to ensure the assignment requirements are clearly understood.

The Compliance Specialist monitors and directs the Pl while they are out in the field. Daily
contact is made with the P to obtain status updates and provide further direction. These
discussions are documented in the RSD file.

The Compliance Specialist determines the duration of surveillance assignments on a day to day
basis. Long periods of inactivity must always be reported to the Compliance Specialist.

The Compliance Specialists must pre-approve the use of multiple Pls on an assignment.

The Compliance Specialists advises the Pl as to when they should conclude the assignment and
submit the video evidence obtained.

A Report Card is completed by the Compliance Specialist upon receipt and review of the
surveillance evidence. The Report Card documents the quality of the services provided by the
PIF, populating a score for that ranges from Unacceptable to Excellent. The Report Cards are
used to assist in educating the PIFs regarding opportunities for improvement, with major
concerns addressed by the Manager of the Compliance Branch whom has the discretion to
remove the PIF from the roster.

Assignment Expectations: ’ .

L ]
L]

Two copies of the written report and four copies of the video are required by RSD.

All Surveillance assignments pertain to covert video surveiliance only and do not include contact
with the subject, the taking of statements or conducting inquiries without direction by the
Compliance Specialist.

Should it be determined that the subject is performing aclivities exceeding the restrictions noted
or that contradict what the subject claims they can or cannot do, video evidence should be
conducted on at least 2 consecutive days and should include ali physical activities observed.
Should it be determined that the subject is working, surveillance evidence should confirm who the
employer is/are, all work locations, days/hours of work and all physical activities involved.

A still photo is required showing a close-up of the subject's face.

All photos & videos should be dated and unedited,

Comments in the report are to be supported by evidence/facts with no subjective or opinion
hased evidence.

Video of the subject is not to be recorded when the subject has a reasonable expectation of
privacy.

Video should only be captured when the subject is in view or is reasonably expected to soon be
within view.

The capturing of third party images not associated with the subject's aclivity should be kepttoa
minimum and avoided where reascnably possible.

Surveillance should be aborted if the subject becomes aware they are under surveillance, with
contact made immediately with the Compliance Specialist who will determine next steps.




Pls must not impersonate police, fire, clergy, public ulility, government employees or any other
person prohibited by law. They are not to create unnatural opportunities or entrap the subject.
And their conduct at alt times must be lawful, ethical and bear close scrutiny.

Invoices must be specific and clearly detail all fees being billed. PiFs do not invoice the WSIB for
cosls related to the Pls attendance in count, they are paid fees similar to other non-professional
court witnesses.

Assignment Protocol:

The WSIB requires that all video submissions be authenlicated. A covering letter signed by the
Pl must accompany the video evidence oullining; 1) dateftime of when the recording was made,
2) type of equipment used and 3) confirmation that the video recording was not altered in any way
and is a true representation of its subject.

PIFs must be in compliance with the law which preciudes the interception of verbal
communication.

All Pl licences must be current and in good standing

PIF's WSIB accounts, if applicable, must be current and in good standmg

PIFs must comply with confidentiality and conflict of interest provisions according to their contract
and the confidentiality and conflict of interest agreements with the WSIB. Immediate disclosure of
any potentiai or actual conflict of interest must be reported verbally to the Manager of the
Compliance Branch.

- Correclions or revisions in documentation must be agreed to by both parties and will be made in

writing in a timely manner.

Pts will obtain assignment clarification pricr to conducting surveiliance and daily through contact
with the Compliance Specialist.

Documentation relating to assignments {e.g. DVDs, photographs) are to be provided to the
Compliance Specialist via registered mail or courier with receipts retained.

All documentation is to be retained according to the taws of Canada for 7 years or for whatever
time requirad to ensure that any proceeding requiring the information has taken place,

Any changes to the contract, agreements, a55|gnments must be agreed to in advance in writing
by RSD.
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Bob Thomas

From; Bob Thomas

Sent: Wednesday, June 08, 2011 445 PM

To: RSD-Specialists

Ce Martin Ruthven; Mike fohnston

Subject; Grounds for Conducting Surveillance
Attachments: 02522323 jpg; 02716854.jpg; 02928245.jpg
Hi

Now that we are conducting more surveillance refated to misrepresentation of level of disability where we don't
have an actual allegation, e.g. call record, there have been lots of questions from Compliance Specialists around
what constitutes sufficient grounds to warrant surveiltance. While it may appear | am applying some sort of
voodoo science in making my decisions, I actually have specific things I look for before I approve a request. In
an effort to provide some clarity and guidance, [ would like to provide the team through Martin with some
documentation and training that will assist you in determining whether or not there exists sufficient grounds for
you to recommend surveillance. :

Where it Begins:

Pierre Trudeau has provided all Canadians with protection against unreasonable search and seizure, Section 8 of
the Canadian Charter of Rights and Freedoms states everyone has the right to be secure against unreasonable
search or seizure; you do not waive or forfeit this right just because you receive benefits from the "state”, This
section has been interpreted as including protecting personal information that can be obtained through
surveillance thus all the [uss that gets raised every time the police try to set up surveiilance cameras in public
places.

I am going to firstly provide Martin with a selection of slides from a presentation I prepared to inform others of
some of the general principles of our surveillance program. The first slide under the banner "Where it all starts -
Red Flags" although not all inclusive, can almost act as a check list for surveillance requirements. You don't
have to be able to check off each one of the red flags to recommend surveitiance, but once you have a number
of them showing up together on a claim, you are building reasonable grounds for conducting surveillance.

I am also providing a document prepared by the Office of the Privacy Commissioner called "Guidance on
Covert Surveitlance in the Private Sector” that while it does not apply directly to us being a government agency,
I think it certainly helps to articulate concerns and the type of principles we should have in place. The other
document [ am providing is called "Covert Surveillance Guidelines for Federally Regulated Employers" by
Scott T, Williams, Hicks Morley. 1t identifies four factors to be considered when determining whether
surveillance is appropriate and if you remember nothing else, this is a good guide:

« First, the organization must have a strong basis to support the use of covert video surveillance, and not
nere suspicion,

« Second, the surveillance must be clearly related to a legitimate business purpose, and there should be a
strong likelihood that the surveillance will help achieve the purpose.

« Third, an organization should first weigh whether the loss of privacy is proportional to the benefit
gained. )

« Fourth, an organization should also first consider whether other less "privacy” invasive means of
collecting the personal information would be more appropriate prior to engaging in covert surveillance.

1




Lastly, 1 will provide Martin with a copy of a fairty lengthy document that you can borrow called “Legal and
social issues raised by the private policing of injured workers" by Katherine Lippel, Professor of Law. This
document is quit specific to injured workers benefits "policed” by private insurers and compensation boards.
Interesting read,

The end result of your review of these materials is that you should have a much better understanding of why we
need sufficient grounds to conduct surveillance and what those sufficient grounds might look like. 1f you have
any questions after going through the materials, please come and see me. .

Bob Thomas, Director, Compliance Branch

{ 416-344-4503 7 416-344-4166

TTY / ATS : 1-800-387-0050

1-800-387-0750 .
vaww.wsib.on.ca )

wsib
cspaat

HTARID




OPC Guidance Documents

Guidance on Covert Video Surveillance in the Private
Sector

Introduction and scope

The Office of the Privacy Commissioner considers covert video surveillance to be an extremely
privacy-invasive form of technology. The very nature of the medium entalis the collection of a
great deal of personal information that may be extraneous, or may lead to judgments about the
subject that have nothing to do with the purpose for collecting the information in the first place.
In the Office's view, covert video survelifance must be considered only in the most limited cases.

This guidance Is based on the federal private sector privacy law The Personal Information
Protection and Electronic Documents Act (PIPEDA), and Is intended to outline the privacy
obligations and responsibilities of private sector organizations contemplating and engaging in
covert video survelllance. We consider video survelllance to be covert when the individual is not
made aware of being watched,

This document serves as a companion plece to the following guldelines for video survelliance
lssued by this offlce: Guidelines for Overt Video Surveillance in the Private Sector (prepared in
collaboration with Alberta and British Columbia) and Guidelines for surveillance of public places
by police and law enforcement authoritles,

Please note that the following is guidance only. We consider each complaint brought before us on
a case-by-case basis,

PIPEDA requirements governing covert video
surveillance

PIPEDA governs the collection, use and disclosure of personal information In the course of a
commerclal activity and In the employment context of federally regulated employers', The
capturing of images of Identiflable individuals through covert video survelllance Is considered to
be a collection of personal information. Organizations that are contemplating the use of covert
video survelllance should ba aware of the criteria they must satisfy in order to collect, use and
disclose video survelllance Images In compliance with PIPEDA, These criteria are outlined below
and address the purpose of the covert video surveillance, consent Issues, and the limits placed
on coilecting personal information through covert video surveillance.

A common misconception Is that organizations are released from their privacy obligations if
covert video survelilance is conducted in a public place. In fact, under PIPEDA, any collection of
personal Information taking place in the course of a commerclal activity or by an employer
subject to PIPEDA, regardless of the location, must conform to the requirements described

below,
A, Purpose

The starting point for an organization that is contemplating putting an individual under
survelllance without their knowledge is to establish what purpose it aims to achleve., What Is the
reason for collecting the Indlvidual’s parsonal Information through covert video survelliance?
Under PIPEDA, an organization may coliect, use or disclose personal information only for
purposes that a reasonable person would conslder appropriate in the circumstances (subsection

5(3)).




In deciding whether to use covert video surveillance as a means of collecting personal
information, an organization should closely examine the particular circumstances of why, when
and where it would collect personal information and what personal information would be
collected. There are a number of considerations that factor into determining whether an
organization is justified in undertaking covert video surveillance, Glven the different contexts in
which covert video surveillance may be used, the ways In which the factors apply and are
analyzed vary depending on the circumstances.

PDemonstrable, evidentiary need

In order for the organization’s purpose to be considered appropriate under PIPEDA, there must
be a demonstrable, evidentiary need for the collection. In other words, it would not be encugh
for the organization to be acting on a mere suspicion, The organization must have a strong basis
to support the use of covert video survelllance as a means of collecting personal information.

Information collected by surveillance achieves the purpose

The personal information belng collected by the organization must be clearly related to a
legitimate business purpose and objective. There should also be a strong likellhood that
collecting the personal information will help the organization achieve its stated objective. The
organization should evaluate the degree to which the personal information being collected
through covert video surveillance wili be effective in achleving the stated purpose.

Loss of privacy proportional to benefit gained

Another factor to be considered is the balance between the individual’s right to privacy and the
organization’s need to collect, use and disclose personal information. An organization should ask
itself if the loss of privacy is proportional to the benefit gained. It may decide that covert video
survelliance is-the most appropriate method of collecting personal information because It offers
the most benefits to the organization. However, these advantages must be welghed against any
resulting encroachment on an indlvidual’s right to privacy In order for a reasonable person to
conslder the use of covert survelllance to be appropriate In the circumstances.

Less privacy-invasive measures taken first

Finally, any organization contemplating the use of covert video surveillance should consider other
means of collecting the personal Information glven the inherent intrusiveness of covert video
surveillance. The organization needs to examine whether a reasonable person would conslder
covert video survelllance to be the most appropriate method of collecting personal information
under the circumstances, when compared to less privacy-invasive methods.

B. Consent

As a general rule, PIPEDA requires the individual’s consent to the collection, use and disclosure
of personal information (Principle 4.3). It is possible for covert video survelllance to take place
with consent. For exampte, an individual can be considered to have implicitly consented to the
collectlon of their personal Information through video survelilance If that individual has initiated
formal legal action against the organization and the organization Is collecting the Information for
the purpose of defending Itself against the legal action. It is Important to note that implied
consent does not authorize unlimited collection of an individual's personal infermation but limits
collection to what is relevant to the merits of the case and the conduct of the defence.

In most cases, however, covert video surveillance takes place without consent. PIPEDA
recognizes that there are fimited and specific situations where consent Is not required (paragraph




also be a documented record of every decislon to undertake video surveillance as well as a
record of its progress and outcomne.

Policy on covert video surveillance

Organizations using covert video surveillance should implement a policy that:

sets out privacy-specific criteria that must be met before covert
video surveillance is undertaken;

requires that the decision be documented, including rationale and
purpose;

requires that authorization for undertaking video surveiliance be
given at an appropriate level of the organization;

limits the collection of personal information to that which is
necessary to achieve the stated purpose,; -

limits the use of the surveillance to its stated purpose;
requires that the surveillance be stored In a secure manner;

designates the persons In the organization authorized to view the
surveillance;

sets out procedures for dealing with third party information;
sets out a retentlon period for the survelllance; and

sets out procedures for the secure disposal of images.

Documenting specific instances of video surveillance

There should be a detalled account of how the requirements of the organization's policy on video
survelilance have been satisfled, Including:

a description of alternative measures undertaken and their resuit;

a description of the kind of information collected through the
surveillance;

the duration of surveillance;

names of individuals who viewed the surveillance;
what the surveillance was used for;

when and how images were disposed of; and

a service agreement with any third party hired to conduct the
survelllance, If applicable.

Best practices for using private investigation firms

Many organizations hire private investigation firms to conduct covert video surveillance on their
behalf. It is the responsibility of both the hiring organization and the private investigation firm to
ensure that all collection, use and disclosure of personal information is done in accordance with




7(1)(b)). In order to collect information through video surveillance without the consent of the
individual, organizations must be reasonably satisfled that:

« collection with the knowledge and consent of the individual would
compromise the availability or accuracy of the information; and

« the collection is reasonable for purposes related to investigating a
breach of an agreement or a contravention of the laws of Canada
or a province,

The exception to the requirement for knowledge and consent could, in certain clrcumstances,
provide for the collection of a third party’s personal information,

In the employment context, an organization should have evidence that the relationship of trust
has been broken before conducting covert video surveiliance. Organizations cannot simply rely
on mere susplicion but must in fact have evidentiary justificatlon,

Regardless of whether or not consent Is obtained, organizations must have a reasonable purpose
for coliecting the information.

C. Limiting collection

When collecting personal Information, organizatlons must take care to Himit both the type and
amount of Information to that which is necessary to fulfiil the identified purposes (Principle 4.4).
Organlzations should be very specific about what kind of personal Information they are looking to
collect and they should limit the duration and scope of the survelllance to what would be
reasonable to meet their purpose. Moreover, the collection must be conducted in a falr and
lawful manner. '

As well, organlzations must limit the collection of images of parties who are not the subject of an
jnvestigation, There may be situations In which the collection of personal information of a third
party? via covert video surveillance could be considered acceptable provided the organization has
reason to beliave that the collection of Information about the third party is relevant to the
purpose for the collection of Information about the subject. However, in determining what is
reasonable, the organization must distinguish between persons who it believes are relevant to
the purposes of the survelliance of the subject and persons who are merely found in the
company of the subject. In our view, PIPEDA does not allow for the collectlon of the personal
information of the latter group without their knowledge or consent.

Organlizations can avolid capturing individuals who are not linked to the purpose of the
investigation by being more selective during video survelllance, If such personal information is
captured, it should be deleted or depersonalized as soon as is practicable., This refers not only to
images of the Individuals themselves, but also to any information that could serve to identify
them, such as street numbers and licence plates. We advocate the use of blurring technolegy
when required, Though we acknowledge its cost to organizations, we view the expenditure as
necessary given that, pursuant to PIPEDA, the personal information of any individuat can only be
collected, used and disclosed without consent in very limited and speclfic situations.

The need to document

Proper documentation by organizations is essential to ensuring that privacy obligations are
respected and to protect the organization in the event of a privacy complaint. Organizations
should have in place a general policy that guides them in the decision-making process and in
carrying out covert video surveillance in the most privacy-sensitive way possible. There should




privacy legislation. We strongly encourage the parties to enter into a service agreement that

incorporates the following:

confirmation that the private investigation firm constitutes an
“investigative body” as described In PIPEDA “Regqulations
Specifying Investigative Badies”;

an acknowledgement by the hiring organization that it has
authority under PIPEDA to collect from and disclose to the private
investigation firm the personal information of the individual under
investigation;

a clear description of the purpose of the surveillance and the type
of personal information the hiring organization Is requesting;

the requirement that the collection of personal information be
limited to the purpose of the surveillance;

the requirement that the collection of third party Information be
avolded unless the collection of Information about the third party
is relevant to the purpose for collecting information about the
subject;

a statement that any unnecessary personal information of third
partles collected during the surveillance should not be used or
disclosed and that it should bé deleted or depersonalized as soon
as Is practicable;

conflrmation by the private Investigation flrm that It will collect
personal Information In a manner consistent with alf applicable
legislation, including PIPEDA;

confirmation that the private investigation firm provides adequate
training to its investigators on the obligatlon to protect individuals’
privacy rights and the appropr!ate use of the technical equipment

used In surveliiance,

the requirement that the personal Information collected through
surveillance Is appropriately safeguarded by both the hiring
organization and the private investigation firm;

the requirement that ali Instructions from the hiring company be
documented;

a provislon prohtbiting the use of a subcontractor uniess
previously agreed to in writing, and unless the subcontractor
agrees to all service agreement requirements;

a designated retention perlod and secure destruction instructions
for the perscnal information;

a provision allowing the hiring company to conduct an audit,

' For information on whether your organization is subject to PIPEDA, please see “A Guide for
Business and Organizations” online at http://www.priv.gc.ca/information/gquide_e.cfm

‘ By “third party”, we mean the person who Is not the subject of surveiliance.,
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HUMAN RESOQURCES
LAW AND ABVOCACY

NOW

JULY 29, 2009
BY: SCOTY T. WILLIAMS

COVERT SURVEILLANCE GUIDELINES
FOR FEDERALLY REGULATED
EMPLOYERS

On May 27, 2009 the Office of the Privacy Commissioner of Canada issued
an OPC Guideline Document. "Guldance on Covert Video Surveillance in
the Private Sector”. The Guideline Document outlines the Commissioner's
recommendations to private sector organizations engaging in covert
survelllance in the cotrse of commerclal activity, as well as to federally
regulated employers engaging In covert survelllance with respect 1o their
employees. These activities are governed by the Personal Informalion
Protaction and Electronic Documents Act (“PIPEDA™), which the
Commissloner is respansible for enforcing. '

The Commissloner appiles a fairly stringent test In order to justiy the
undertaking of covert survelllance, and identifies four faclors to be
considered when determining whether it is appropriate:

* First, the organization must have a strong basis to support the use of
covert video surveillance, and not a mere susplclon.

» Second, the survelliance must be clearly relaled to a legitimate business
purpose, and there should be a strong likelihood that the surveillance will
help achleve the purpose, ‘

+ Third, an organization should first waigh whether the loss of privacy is
proporiional to the benefit gained.

+ Fourth, an organization should also first consider whether other less
“privacy” invasive means of collecting the personal information would be
more appropriate prior to engaging in covert survelllance.

The Guideline Document notes that consent Is normally required when
engaging in covert surveillance. According to the Commissioner, consent
may be implied in certain ¢ases, such as when an individual has initiated
legal action and such surveillance Is necessary to defend the action. The




Puge 24072
Guideline Document further notes that, in many cases, covert surveillance
will be conducted without consent and that, in such cases, the organization
must justify the survelllance under one or more of the statulory exceptions to
PIPEDA's consent requirement.

The Guideline Document also provides recommendations on documenting
covert surveilfance and developing a covert surveillance policy, and also
provides recommended steps when engaging private Investigation
companies to engage in covert surveillance.

Federally regulated employers, such as banks and inter-provincial
transporiation companies, as well as provincial companles which engage in
covert surveillance In reiation to their commercial activities are advised {0
review the Guideline Document, which can be found on the Commissioner's
website al:

http://www.priv.ge.ca/information/pub/gd_cvs_20090527_s.cim

While the guidslines are not legally binding, they provide some insight into
how the Commissioner may adjudicate in cases involving covert surveillance.

For more information, ptease feel free to contact any member of the firm'’s
Information and Privacy Group.
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Legal and social issues raised by the private
policing of injured workers'

Introduction

In a survey study that appeared in 20012, researchers in Ontario learned that 56% of
injured workers with litigious claims and 20% of all injured warkers surveyed felt they
were being punished because of their work injury. This sentiment is echoed in interviews
and studies by health care professionals in other Canadian jurisdictions. Yet injured
workers who receive workers' compensation benefits have no less the right to benefits
than do tort law plaintiffs who have the right to seek r.edress from the wrongdoer. Injured
workers in all Canadian Jurisdictions are precluded from suing the empioyer and
colleagues even in those cases where injury is clearly attributable to employer
negligence®. The only recourse available to these workers is that provided by workers'
compensation fegislation. It is 'thus sad to acknowledge that the program designed to
improve worker and employer relations by removing litigation from the courts has served

to make workers feel punished.

In interviews with injured workers we were often told that they feel they are treated like
criminals, that they felt like "bandits”. One of the reasons given for this relates to the

activity of private detective agencles hired to covertly surveille the worker. Stigmatisation

' Thanks o Beatrice Sassoli for her research assistance and to the Socia! Science and Humanities
Research Council of Canada for its financial support. Thanks particularly to FUnion des travailleurs el
travaillauses accidentés de Montréal {UTTAM), rAssociation des travailleurs ot travailleuses accidentés du
Québac, (ATTAQ), the Office of the Worker Advlisor, various lawyers and legal clinics in Quebec and Ontario
and o the injured workers and their care givers who accepted to share informalion with us. Thanks aiso to
the Law Commission of Canada, Dennis Cooley and Kelly Mahoney for sharing research resuits thal were
hetpful in the development of this paper

? The injured workers' participatory research project, Making the System Belter, Toronto, 2001, p. 10

3 galiveau St-Jacques v. Fédération des employées et employés de services publics inc, [1998] 2 S.C.R.
445, In several provinces this prohibition extends to suits brought against all employers covered by the Act.
See Kovach v. British Columbia (W.C.B.) [2000) 1 S.C.R. 55; Lindsay v. Saskatehewan (W.C.8.) [2000] 1
S.C.R.59 )




of injured workers is often the result of derogatory comments about them in the media
and by politicians. The -stereotypic image applied to all welfare recipients, that
associated with welfare fraud, is often stretched to include injured workers receiving
compensation bensfits, so that pejorative comments from co-workers and the media
contribute to the already negative self image of disabled workers who have lost much of

their self esteem because of their injury.

Stigmatisation of beneficiaries of these programmes is not good for their health?, and
even from an economic ‘persp‘ective one would think that strategies that were conducive
to' negative self-image of workers would also increase costs of compensation paid to
workers because resulting disability would also lead to compensation. As we shall ses,
this is not necessarily the case, even in those cases where the compensation board (or
the employer) is found to have abused their right to evaluate (or contest) the legitimacy

of a claim,

This study examines the nature and extent of private surveillance of injured workers in
several provinbe's. both in order to describe the phenomenon and to circumscribe legal
issues it raises. In particular, we are interested in determining whether the legal
framework generally governing these issues is applied in the same Way when the
subject of surveillance is an injured worker rather than an insurance claimant. Previous

research® has led us to hypothesise that historical victim blaming and stigmatisation of

* G.Lea, "Sacendary Traumatization of Work-Related Rehabilitation Cllents®, {1996) 22 The Canadian
Practitioner 5; D. Mendelson, «The Expert Deposes but the Court Disposes: the Concept of Malingering and
the Function of Medical Expertisen, {1995} 18:4 International Journal of Law and Psychiatry 425; T.J. Ison,
"The Therapeutic Significance of Compensation Structuras», {1986) 64 Canadian Bar Review 605; W.
Wilkinson, «Therapeutic Jurisprudence and Workers' Compensation», {1994} 30 Arizona Attorney 28; J.
Reid, C. Ewan and E. Lowy, «Pilgrimage of Pain: The lilness Experiences of Women with Repetition Strain
trjury and the Search for Credibility», (1991) 32:5 Soc. Sci. Mad 601,

* K. Lippel, "Therapeutic and Anti-therapeutic Consequences of Workers' Compensation Systems”, ( 1999)
22546 [iternational Journal of Law and Psychiatry 321,




injured workers, in the context of mass adjudication® by state agencies, may lead to a
looser application of fundamental rights and freedoms iegislatioh when injured workers

claiming compensation are the subject of the surveillance.

Methodology for the study included traditional legal aﬁaiysis as well-as focus group
interviews of lawyers, union and community group members who represent injured
workers before the administrative tribunals, and individual interviews with workers and
health care professionals, The paper is part of a broader study on the therapsutic and

anti-therapeutic consequences of workers' compensation legislation in Canada.

The first part of this paper describes the role played by private surveillance services
hired to follow and sometimes videotape workers' compensation claimants without their
knowledge; the second part examines some of the legal Issues raised by these
practices. Although examples are drawn from various Canadian provinces, the legal

analysis focuses more particularly on Ontarlo and Qusbec.

Part 1:Use of private policing of injured workers

1.1 Why polilce injured workers?

Workers are followed in order to obtain evidence allowing the client of the surveillance
firm, the employer or the workers' compensation board, to contest or deny compensation
benefits. Sometimes the aclivity is designed to obtain evidence for use in administrative
fribunal or arbitration hearings; at other times it Is simply used as a bargaining tool in

order to encourage a worker to accept a settlement or to drop his claim,

* For an interesting discussion of issues specific to mass adjudication systems in a Canadian context see
J.M, Evans, "Problems in Mass Adjudication: The Courts' Contribution”. (1990) XL: 3 U of T. Law
Journal, 606, P. Issalys, "Le droit administratif et la décision collective®, (1990) XL: 3U of T. Law
Joumal, 611, and J.D'AL Vailtant, "Problémes que posent les décisions collectives”, (1998) XL 3 U of T,
Law Journal. 621-629




Analysis of case law shows that most instances in which video-surveillance reports are
put into evidence involve one of two issues. In the occasional case, workers are
suspected of working while receiving benefits for total disabilily, or while receiving other
forms of benefits that would not be payable if they were known to be working. These
cases more closely resemble what could be described as quasi-criminal activity, where
the worker is receiving benefits In circumstances tantamount to fraud, and they ére

relatively rare’.

In the majority of cases we found, the video-surveillance aimed to show that the worker's
physical or psychiatric condition was less serious than he or she had lead the Board or
the employer to believe, The party seeking to deny benefits or to sanction the worker
hoped to show by video-surveillance evidence that the worker could drive a car, lift her
child, remove groceries from a car, wait for a bus whipe standing, bend his elbow or walk
without a limp. In one case, the purpose of the surveillance was simply to demonstrate
that a severely injured worker who was also compensated for profound depression had,

at least on one occasion, left the securily of her home and that she was not seen on the

* pant

videotape to be cowering or crying.

The official reasons to employ private surveillance firms to follow injured workerS';éfi
thus to detect individual cases of dishonesty, either flagrant violation of the law or

exaggeration of degree of disability .

Aside from the overt rationale for following injured workers, it is clear, at least in some

jurisdictions, that workers' compensation boards see private surveillance to be a good

" See, for one of the rare examples in the case law, Lupointe v. CALP,[1995] CALP. 1319.(C.AQ ),
This case deseribes clearly fraudulent behaviour butis often used as a precedent in cases where the
dishonesty of the worker is far trom established.




management practice to incite all workers to behave. As a recent judgement of the

Quebec superior court put it;

«Covert shadowing and surveillance, or their spectre, parlicularly
when practised without warning, constitute a pragmatic method to
promote respect for the law.®»

The C.S.8.T., the workers' compensation board in Quebec, seems to see covert
surveillance as an incentive to all workers to keep out of trouble. In its official magazine it

concludes an article on covert surveillance on its behalf in these lerms:

"The lesson to be learned? Honesty is the best way to avoid
becoming the "star" of a video for which, in any case, there is no
chance of winning an Oscar...>

There Is some feeling that compensation boards or employers don't want their workers
to be too comfortébie while they are receiving workers' compensation benefits, To make
the experience unpleasant is to contribute to the reduction in future claims. It is less
clear that those workers who abstain from claiming because of such tactics are in any
way unwarthy claimants, Good evidence exists both in Canada'® and in the U.S."" that

many workers do not claim benefits when they have a legitimate right to do so.

This is not a new phenomenon. In 1994 the Onlario Medical Association was

preoccupied with pressures placed on physicians both by workers and their employers:

* Our translation. The original quote is «La tilature et la surveillance, ou keur spectre, surtout si etles sont
pratiquées a Fimproviste, constituent un moyen pragmatigue d'inciter au respect de la toin, Duguay v.
Plante et lo Tribunal du travail, {July 16th 2001}, Montreal, 500-05-064211-012, D.T.&, 2001 T-1023,
C.8.Q.).

S Qur translation. The original quote is "Legon & tirer? £’honnéteté est le meilleur moyen de ne pas davenir la
*vedette” d'une vidéo pour laquelle, de toute fagon, il n'y a aucune chance de remporter un Oscar..."J.
Quirion, "€ Elrs lmé a son insu dans une «drdle» de vidéo”, [1997] Prévantion au Travail at 32.

19 4. Shannon and G. Lowe, "How Many Injured Workers Do Not File Claims for Workers' Compensation
Banefits?", [2002) 42 American Journal of Industrial Medicine 467.

"Sge for instance L. Davis, H. Wellman H, L. Punnett, “Surveillance of work-related carpal tunnel syndrome
in Massachusetis 1992-1997: A report from the Massachusetts sentinel event notification system for
occupational risks {SENSORY", {2001) 39 Am J Ind Med 58; T. Morse, C. Dillon, N. Warren, "Reporting of
Work-related Musculoskeletal Disorder (MSD) to Workers' Compensation®, [2000] 10(3) Mew Soluticns:281-
29.




“Physiclans are often placed in a difficult position in terms of
reporting workplace injuries. it is not uncommon for a physician to
be pressured, by workers and employers, to refrain from reporting
WCB-compensable workplace injuries.

At present, physicians cannot report to the Board without the
consent of the patient because of the legal obligation of
confidentiality imposed on the physician.

On the other hand, if a physician is of the opinion that a patient
who presents has suffered a WCB-compensable workplace injury
and the physician knowingly bills the Ontario heaith Insurance
Plan ("OHIP") instead of the Workers' Compensation Board for the
treatment, then the Physlcian may be in viclation of the Health
insurance Act. " (sic)'%

The threat of severe policing of injured workers has undoubtedly a dampening effect on
some potentlal claimants, When Injured workers abstain from claiming workers'
compensation benefits, costs are transferred from employers, who fund the workers'
compensation boards, either to private insurers, when salary insurance is available or
directly to the worker and his or her family. Medical costs, and economic suppor, if the
worker Is eligible for employment insurance or w;etfare, are transferred to the public

purse,

1.2 Who polices injured workers?

In many of the cases in which private surveillance personnel gathered videotape
evidence of an injured worker's activities, the mandate to gather the informat.ion was
given by the employer, often for the purpose of building a case against the worker who
the employer wished to discipline. Most case law regarding these siluations was
developed in the context of arbitration hearings, although there are some decisions by
specialised compensation lribunals that address the issues surrounding evidence

gathered by private surveillance firms at the behest of employers.

12 Ontario Medical Association Submission to the Standing Committee on Resources Development
Regarding Bill 163 An dct to dmend the Workers’ Compensation Act and the Occupationad Heulth and
Sufen: Act, September 8, 1994, p. 4.
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in some provinces video-surveilfance is initiated primarily by the employer or.the
employer's lawyer, who are wary of thé legitimacy of the worker's claim, or who question
the degree of disability described by the worker. For instance, in Ontario, although policy
allows the WSIB (the Workers' Safety and Insurance Board, the workers’ compensation
board of Ontario) to use video-surveillance if the director of the Special Investigations
Branch (SIB) authorises it in a specific case®, in practice, until recently few cases of
video-surveillance were ascribed to the board, either by representatives we interviewed

or In the case law.

Compensation boards in Quebec and British Columbia' do have regular recourse to
private detective agencies mandated to spy on day to day activities of injured workers.

Specific legal issues will be raised when these public agencies mandate private
survelllance agencies to follow and clandestinely videotape injured workers. From
information avallable, those boards that did use evidence before the courts that had
been obtained through covert surveillance usually relied on outside agents rather than

their own staff.

In Quebec there are a significant number of such mandates delivered every year. After
peaking at 1683 cases in 1998, the number of cases in which the C.S.8.T. ordered
video-surveillance of a worker dropped to 813 in 2000 and then rose by 13% to 920 in
2001. During the four year period between 1998 and 2001, the average number of cases
of surveiilance ordered by the C.S.S.T. was 1141 On average 646/1141 or 56% were
coniracted out to private firms'®. At least in Quebec, it is possible that both the employer

and the C.S.S.T. have each contract with a different private investigator to walch the

¥ WSIB policy on Surveillance, Offences and Penallies, document number 11-02-08, September 1st 1997.
4 [nformation obtained during interviews with workers, their representatives and health care professionals.
See also Quebec case law in this article.




same worker'®, No figures are available as to the number of contracls given to private
firms by employers, but a Quebec lawyer specialized in representing injured workers told

us that videotape evidence was sufficiently frequent to justify the purchase of a

videotape player for the law firm,

Although the general motivation in hiring an investigator is always to check up on the
worker's behaviour, at least two sets of circumstances lead to the decision lo target a
specific worker. In some cases, the workers' compensation board has received specific,
somelimes anonymous, tips regarding fraudulent behaviour on the part of the worker'’.
Some compensation boards even have web-sites inviting anonymous denunciations, a
type of snitch line analogous to Crime Stoppers or other public services designed to
catch criminals'™. Private contractors are thus hired by the board to follow up on an

anonymous tip.

The Board may also target a worker for other reasons. Among the reasons stated in the
case law are difficulties in contacting the worker by phone, lack of co-operation in
rehabilitation and return to work attempts'®, Information provided in interviews with
injured workers and thelr representatives added or perhaps qualified this list, If relations
with the compensation board were conflict ridden, surveillance was more likely to ensue.

Workers told us they feit that surveillance in specific cases was sometimes used as

" Information compiled by an injured workers' defence group, FATTAQ, from information provided by
the C.5.8.T. to the ofticial opposition of the Quebec National Assembly.

" See for instance Conrnoyer v. Cie Murtin-Brower Du Canada, C.L.P. 159969-63-0103, 25th of February
2002, Interviews allowed us to identify other cases in which the worker was followed by agents of both the
CSST and the employer.

'" See for instance Decision No. 2021-01, W.S,[L.A.T.. Januaray 29th 2002 (Ontario); Lefebvre et
Infirmiéres Plus enr, tfermé) er C.5.5.T., C.L.P. 1698069-72-9902, March 5th 2001(Quebec).

' Such a line was set up by the Workers' Safety and Insurance Board in Ontario see

hitp:/Awww.wstb on calwsibiwsibsite. nspublic/EmployersFraudNoncomplianceZero Tolerance, consutted
January 23rd 2003, For Brilish Columbia: bitp:www werksalebe.comireport fraud/default. aspm consulted
January 23rd 2003. No such invitation is avaifable at the C.S5.5.T. website.

" See for instance Duguey v, Plunte of fe Tribunal du travail, {July T6th 2001). Montreal, 300-05-0642 11 -
D12, DTE 2000 T-1023 (C8.Q0
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punishment or revenge for having stood up to the claims agent. In many cases
discussed, surveillance commenced after the worker had complained about the attitude
of the caseworker or the tardiness of his cheque or after an argument with compensation

board personnel.

Advocates also cited examples in which surveillance was Initiated by the Board bacause
the claim was a particularly costly one given the gravity of the injury. It was understood
that videotape evidence could be an investment to reduce the eventual cost of the claim,
Two of the cases studied illustrated this point, in the sense that the workers subject to
surveillance were without question severely disabled because of a work accident. In one
case, a worker had been electrocuted and hald suffered severe burns to his body and

severe sensory difficulties as well as documented severe depression.

In another, the compensation board itseif had recognised over 68% permanent dlsabiiitydi;
and had undertaken surveillance of a profoundly depressed worker who had suffered an
acute injury which severely limited the use of his left hand. He had told his case worker
he couldn't move it at all. Surveillance evidence where he is seen to be moving his hand
was obtained and used to convict him under penal provisions of the workers'
compensation Act. The C.5.5.T. then tried to use this evidence as proof that he was
capable of working, despite a vast amount of medical evidence to the contrary. The
worker was in constant severe pain for which morphine was regularly prescribed. The
C.S.S.T. contended he could work as a security guard, but the C.L.P. in spite of video
evidence thal he could move his arm, and in light of the medical evidence (which the
penal court had refused to consider) concluded that the worker was lolally disabled

because of his injury®.

* Champagne v. Arcadian inc. & C.8.8.T, CL.P. 113018-71-9903, November 23rd, 2000, Margaret
Cuddihy.
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Literature and case law describing use of covert surveillance on behalf of private
insurance companies shows that targeted claimants have usually been receiving
benefits for a long time and are often claiming for long-term permanent disability for
disease that is difficult to document on the basis of objeclive medical tests®'. In contrast,
in the cases- we studied involving injured workers it was not infrequent to find examples
of surveillance instiluted very rapidly after the initial claim, because an individual's back
injury had taken more than eight weeks to heal or because they had refused temporary

reassignment to light duties®.

1.3 How are injured workers policed?

As we shall see in the second part of this paper, fairly clear legal constraints are
designed to limit covert survelllance, or at least to limit the admissibility of evidence
gathered in deflance of predetermined rules. In this section we will simply describe some
of the situations we have been made  aware of either through case law or through
literature analysis and interviews. As we shall see, while some survelllance practices are
respectful of the Hmltatiéns imposed by the courts in the application of privacy law,
othars are manifestly beyond the pale. It must be understood that aithough surveillance
tapes obtained in violation of the right to privacy may be held to be inadmissible, the
exclusion of evidence does not undo the damage caused to the worker because of the
violation of his or her privacy. Videotapes are also used on occasion to «encourage» the
worker to setle or drop his compensation claim (or quit his job). Many of these tapes will

never be seen by a court, their fegitimacy never subjected to quasi-judicial scrutiny, but

ML Gitbert, L'assurance collective en mitien de travail, (Cowansville, Qe: Yvon Blais, 1998) at 206. See
for instance Chaplin v. Sun Life Assirunce Co. of Canada, [2001] 27 C.C.L.L, (3d), 70{B.C.S.CY: Laloncle
v. London Life Inswrance Co., [2001] 33 C.C.L.L (3d) 108; Bouliune v. S50(service sunté du Québec)
Mutnelle d Assurance-Groupe, [1997] R.R.A. 368 (8.C.Q.). Churpemtier v. Compagnie d ' Assurance
Stancdard Life, {1998] RRA, 448(5.C.Q ) and [2001] RR.ALSTHC A.Q.) Bustien v, Crown Compagnie
o Assirance Vie, [1998) RIR. AL 1043; Baldue v. $.5.Q. Société dussurance-vie ine., [2000) R.RA. 207,

= Dugnay v, Plate et le Tribunal du rravedd, Uuly 16th 2001). Montreal, 500-05-064211-012, D.T E. 2001
T-1023.4C S840
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in alt provinces where we had interview data we were told they were an efficient tool

used as a threat to obtain a certain behaviour from the worker.

1.3.1 Legal surveillance
The legal strategies are the ones that are more likely to be the object of judicial or quasi-
judicial decisions. Following a worker from the outside of his or her home to other public
places, on several days at varying times, without editing the tape, is seen by most courls
as potentially legitimate, if the reasons for undertaking the surveillance are appropriate.
Filming the claimant in his back yard or on his front steps is not uncommon, and is
sometimes held to be legal, somatimes not®. Filming the worker picking up his or her
children at school, by car or on foot, waiting for a bus, riding a motorcycle or actively

working are some of the activities discussed in the case law.

Even when surveillance strategles seem legal, the enthuslasm with which private
surveillance firms undertake their mission is sometimes troubling. During the course of
our interviews with worker representatives we were provided with copies of three reports
by a private surveillance firm, reports submitted to the detective's client, the workers'
compensation board. The reports cover a two month period. In the first report the

detective praises the board for choosing to target the particular worker, as

"{the worker's family name] have a very large family out there and
they are always into something like this. | can almost guarantee
you are correct in questioning this claim".

Over several weeks the detective fails to identify any untoward activity on the part of the

worker, and he becomes increasingly frustrated at his failure to find anything suspect,

"There is more movemeant from people coming and going than
there is for him (sic)...l do not seem lo be having a great deal of
success with this matter. So far | have spent about 18 of the hours

* Compare Cournover v. Cie Martin-Brower Du Conada, C.LP.139969-63-0103. 25th of February 2002
with Boldue v 8§85 Socidrd dassurance-vie ine, [2000] RRA 07,
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you approved watching this guy's place and all | have on him is a
couple of trips to the local corner store and one trip to [the local
village].

Nevertheless the deteclive suggests surveillance be continued:

"...l notice that he heats with wood so he will also have to start
looking for the winter's supply of firewood very soon. | am in the
area a lot anyway so | will keep an eye {overall) on his place at no
charge to you. If he is there or if he is doing something then | will
start the clock on your time and stay on him."

1.3.2 lilegal strategies
Among the more outrageous Canadian examples that came to light in the course of our
study two manifestly illegal strategies were mentioned on several occasions: filming or
taping the worker In his or her home without consent, and entrapment, provoking the
worker to do something he or she would not normally do were it not for the behaviour of
the investigator. We traced several examples in which the worker was fllmed in the
Intimacy of his own home. In one case where the video was actually submitted to a
review board, the worker was filmed making love in his bedroom?’. In other cases the
detective entered the worker's home, which was for sale, pretending to be a prospective
buyer”®. We Interviewed a worker whose wife rented rooms out of thelr home. He
discovered, without warning in the middle of a review board hearing, that a private
detective had entered their home pretending to rent a room, had filmed him going about
his day at home and had clandestinely questioned and audio-taped his wife with regard

to distribution of household tasks.

Entrapment is also not uncommon. Injured workers' advocates told us of more than one

case in which an investigator slashed the tires of a worker's car to see if he would stoop

4 Commission des droils de ta personne, Filature et surveillance des safariés absents pour raison de santé:
conformité & la Charte, report adopled by resolution of the Commission, COM-440-5.1. 1, Aprit 16,1999. p.
2., example First discussed in L, Laurin, “Les ripoux de la C.5.5.T.. {1998] 438 Nouvelles CSN 3.

* Lawrin, fhid, at 5




14

to change his tire. In that example, the community group had been puzzled by the
unusual number of workers who had cancelled their appointments because they had flat
tires. They understood what was going on when the nsighbour of one of the w;orkers
informed him that a strange man was seen lelling air out of the tire of his car. The
practice seems fairly widespread as it was separately documented eisewhere?, Another
way of entrapping injured workers is to leave money lying near their car door so as to

fiim them bending down to pick it up?.

Sometimes enitrapment takes place when the investigator overtly asks the worker for
help. In the parking lot of a local strip mali a pretty woman asked the targeted worker to
help her carry a heavy package. He apologised, saying he could not because he had a
bad back. She insisted, saying together they could move it safely. He feli for the trap and
was filmed. The woman even kissed him and apologised for setting him up, saying she
had to earn her living. The arbitrator did not sanction the worker in this éase, recognising
that he had made an exceptional effort under exceptional circumstances?®, Cases in
other jurisdictions have held to be inadmissible surveillance evidence obtained under

conditions in which the grievor was enticed to perform certain acts?.

In the United States both workers' compensation boards and private insurance firms
often hire detectives. In one case the detective befriended an injured worker and invited
her to Disneytand where he then filmed her enjoying herself and making gestures she
was not medically authorised to make®. We've not come across anything quite so

outrageous in Canada, but it should be noted that the American woman who had been

* Laurin, fhid, at 4.

7 thid.

** Rollande Parent and Pierre Saint-Arnaud, "Accidentés du travail - Les images peuvent étre trompeuses”,
Le Devoir, January 20th 2003, at B-6,

¥ pacific Press Lid. and Vancouver Printing Pressman, Assistant and Offsel Workers' Union, Local 25
{Dales Grigvance), [1997] 64 L.AC. (4th} 1.
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the subject of romantic entrapment was awarded damages under the law governing the

tort of bad faith,

Even in those cases where under prevailing privacy law videotape evidence was
obtained legally with regard to the injured worker, many examples were provided in
which several individuals from _the worker's family, including children, were seen in the
videotape, sometimes in cases where the worker was not even present. Aside from the
questionable legality of such practices, given that the privacy rights of family members
can not be presumed to be relinquished simply because there is a claimant in the family,
such practices can have particularly damaging consequences. Children and spouses
may share in the stress of being followed. Even if they don't, we were told of cases
where tiwe workers themselves may feel even more violated and at the same time guilty,

when their claim has exposed the whole family to clandestine surveiliance.

1.4 Effect of private policing of injured workers

There are many reasons why clanaestlne surveiliance technlques may lead to adverse
health consequences for the injured workers subject to surveillance. Workers, their
representatives, literature®” and case law % alt describe how such strategies lead to or

aggravate psychiatric disability, including paranoia,

A psychologist specialised in workers' compensation claims described to us the effect on

his patients of clandestine surveillance:;

"Contrary lo lay opinion, videotaped surveillance carries littie
probative value when it comes to injured workers and yet | am
personally aware of at least half a dozen cases where injured
workers fates have been adversely effected by videotape

' Unrah v, Truck nsurance Exchange et af. 393 P, 2d 63 (Califormia 1972),

V'See generally G.Lea, “Secondary Traumatization of Work-Related Rehabititation Clisnts”, {1998) 22 The
Canadian Practitioner 5.

% In Ontaria see Decision Mo. 1212 97, (1997} 44 W.SIA.T.R. 129. in Quebec see the eviderce
discussed in Lefebvre e Infirmiéres Plus enr. (fermé) et C.8.8.T., C.L.P. 109869-72-8902, March 5th 2001,
compensation for psychotraumatic disability denied.
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surveillance. Of course, when the worker is unaware that he/she is
under surveillance there is no adverse effect. Once the worker is
aware of having been videotaped (often for weeks) they become
withdrawn, agitated, and contrary to their best health, unwilling to
undertake the normal dutles of daily living, i.e. limited gardening,
snow removal, shopping and the like."

Legal representatives from all provinces studied have described the devastating effect
on their cllents of clandestine surveillance strategies. In the words of one worker

representalive:

«lt's amazing to me how deeply it hurts people to know that they
have been surveilled. Even if the benefits don't get taken away,
workers are really cut to the bons by being videotaped.»

Information provided us by a medical expert in another province described the effect of
surveillance and harassment on his patient who had suffered a severe traumatic injury

including third degree burns to a significant percentage of his body:

"[The patient] denied serious depressive symptoms at this time
stating that he has been more positive and hopeful over the last
two weeks. However, he stated that last winter was the worst,
when he could only see the negative parts of life. He felt
harassed by the Workers Compensation Board who “slashed at
the core of my being, treating me as if | were a fraud.” He became
hopeless, felt worthless and had suicidal ideation. He stated that
he cried a lot but then talked to God, his wife and a very spacial
friend. Over time these symptoms of major depression have
lessened."

Another worker representative told us that the representatives themselves sometimes
share a feeling of paranoia. In one incident, in which a fire alarm went off in an office
building during an interview with a worker who had had several conflicts with the board,
the lawyer suggested that he and the worker ignore the fire alarm, fearing it had been
sel off by an investigator trying to provoke the disabled worker into using the slaircase

instead of the elevator. The lawyer was giving advice based on his previous experience
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with strategies of private investigators who followed other injured workers and tried to

entrap them.

A woman who was filmed by a private detective hired by the workers' compensation
board (C.S.8.T.) was seen in the video walking down the street with a young child. She
learned she had been the subject of surveillance when she received the video in the

mail. She describes how the experience made her feel:

"l felt really bullied. They have no right to come into my private life
like that! | feel cornered, like in a mousetrap, treated like an object.
Not only am | in pain I'm also spied on. For a week | kept looking
around to see if | was being walched. Do we have to stop moving
because we're recelving benefits from the C.S8.8.T.? They want
me to feel guilty because | receive a little cheque, but | didn't
choose to have a back injury. If they only knew what | would give
to be able to go back to work..."*

Over and above the obvious effects on the mental health of the workers under
surveillance, it seems clear that the pervasive use of surveillance practices has a clearly
negative effect on the physical health of all Injured workers who hesitate to undertake
movements or activities, even those they're encouraged to do by their health

professionals, for fear that someone might be spying on them.

A severely injured. worker suffering from both painful physical ailments, significant
disfigurement and post-traumatic stress disorder was encouraged by her care givers to
try to leave the security of her home, despite her disabling fear. She finally went out and

was subsequently confronted by videotape evidence that she was capable of going out.

' Our translation, The original reads as follows: "Je me suis sentie trés brimée, [Js n'ont pas le droit d'entrer
comme ¢a dans ma vie privée! Je me sens coincée comme dans une souriciére, réduite a I'état d'un objet
qu'on utilise. En plus d'avoir mal, je suis épide. Pendant une semaine, je regardais autour de moi pour voir
si j'étais surveillée, Est-ce qu'on doit arréter de bouger parce qu'on touche des indemnités de la C.S.S.T.” lis
veulent me faire sentir coupable de recevoir un petit chéque, mais je n'ai pas choisi d'avoir mal au dos. S'ils
savatent comme je donnerais n'importe quot pour recommencer & travaitler..."Cited by Laurin, supra note
24oacd




18

Workers are encouraged by health care professionals and even by board policy™ to try
to regain a maximum of mobility by attempting movements they fear they are unable to
do. If they can't peacefully attempt them without fear of being «caught in the act», they
are much less likely to ever attain the therapeutic plateau they could attain if they were
left to test their own limits without fear of reprisals. This phenomenon was raised not only
by worker representatives and health care professionals we interviewed, but also by
adjudicators and judges™®. Legal specialists in insurance law have also emphasised the
potential perverse effect on claimants struggling to overcome their disability while at the
same time having to cope with the fear of being tailed to prove they are less disabled

than they claim®.

fn some cases the worker's family also suffers adverse health consequences, not only
because the increased paranoia of the worker has negative effects on a child or spouse,
but also because the family itself is, and feels, spied upon®. One representative of an
injured worker described to us a case in which the whole family left Canada to get away
from the feeling of being constantly under surveillance. They were then subject to
survelllance in their new community, the workers' compensation board of the Canadian
province having mandated an American detective agency to follow the worker In the

United States.

Because of the dramatic nature of videotape evidence, even in those cases where
nothing really incriminating appears on the videotape, the impact on decision makers

can be disproportionately significant. Several lawyers pointed out that the very existence

¥ 0r. A. Neveu, Pour un meilleur suivi des travailleurs victimes de lésions professionnelles au dos,
Féadération des médecins omnipraticiens du Québec, 2001. Publication supported by the C.8.5.T.

% gee for instance Boldue v. 8.8.Q. Sociélé d'assurance-vie inc., {2000} R.R.A. 207, Charpentier v.
Compagnie d’Assurance Standard Life, [1998] R.R.A. 448 (8.C. Q.) and {2001) R.R.A. 573 (C.A.Q.),

AL Gilbert, Llavsurance colfective en mifieu de ravail, {Cowansville, Qc: Yvon Blais, 1998) at 206-207.
¥ The claimant's chitd was tilmed in several of the cases studied. See for instance Druken v. R.G. Fewer
and Associates nc. [1998] N J o. 312, Nfid Supreme Court. Damages were not granted.
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of a videotape, at least in some jurisdictions, leads decision-makers to suspect the
claimant, as if the decision makers believe that where there is smoke there is fira. While,
as we shall see, policy in Ontario explicitly warns adjudicators lo beware of this pitfall,
many people interviewed confirmed that the existence of the videotape, almost
regardiess of content, left the adjudicator with the impression that something fraudulent

was going on.

Part 2: The law governing private policing of injured
workers

This part addresses the legal issues that arise when covert surveillance, including video-
surveillance, is used in the context of workers' compensation. We will first look at the
legality of such surveillance techniques, in light of human rights Issues, including the
right to privacy. General Issues raised by the right to privacy will be addressed, followed
by considerations specific to the context of administrative law and mass adjudication.
Over and above the issue of legality, there Is a separate Issue as to admissibility of
evidence obtained by private investigators who target a person who alleges disabiliity,
We will look at several issues regarding such evidence, including admissibility, right to
prior notice and examination of the evidence, and issues regarding the weight that
should be given to such evidence. Finally we will examine the legal remedies available
to workers who have been victims of abuse with regard to recourse to and behaviour of

private investigators,

2.1 Legality of the surveillance
In some of the jurisdictions studied, there exists specific provincial legislation governing

the right to privacy, while other jurisdictions have no such legislation. All jurisdictions
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were subject to section 8 of the Canadian Charter of Rights and Freedoms, insofar as

the Charter was applicabile to the specific circumstances.

When reflecting on the legality of the surveillance the methodology chosen may colour
the legal issues raised. A case law approach raises primarily privacy law issues, and
almost without exception these Issues are examined to determine the admissibility of
evidence. If the analytical objective is to examine the legality of private surveillance from
a policy approach, it is not sufficient to iook at arguments raised in the case law, as the
social phenomenon of surveillance raises other legal issues that are not necessarily
justiciable, It is also important to question whether these surveillance practices are
compatible with the right to dignity and equality rights.
2.1.1 The Right to Privacy

In his treatise on the right to privacy®, Alain-Robert Nadeau shows that while the right to
privacy has long been recognised in Civil law, Common law jurisdictions did not
historically acknowledge such a right without legislative intervention. The Interpretation
of the Civil Code of Lower Canada recognised liability for the vielation of privacy, and the
Civil Code of Quebec, in force since the 1st of January 1994, explicitly recognises the

right to privacy at section 35:

"Every person has a right to the respect of his reputation and
privacy.
No one may invade the privacy of a person withou! the consent of
the person unless authorized by law."

and specifies, at section 36:
* The following acts, in particular, may be considered as invasions

of the privacy of a person:

(1) entering or taking anything in his dwelling;

® A.R. Nadeau, Vie Privée el droils fondamentaux (Cowansville, Qc: Yvon Blais, 2000) at 33-48
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(2) intentionally intercepting or using his private communications;

(3) appropriating or using his image or voice while he is in private
premises,

(4) keeping his private life under observation by any means;

(5) using his name, image, likeness or voice for a purpose other
than the legitimate information of the public;

(6) using his correspondence, manuscripts or other personal
documents.”.

Section 5 of the Quebec Charter of Human Rights and Freedoms™ explicitly recognises

the right to privacy in unequivocal terms:
"Every person has a right to respect for his private life".

The Supreme Court of Canada has confirmed that the violation of the right to privacy
undér Que'b‘ec law will be sanctioned by granting of moral and, in the case of malice,
exemplary damages to the person who is photographed in a public place without her
consent, when that photograph, even if uncompromising, is then published without her
consent’®, This case was judged on the basis of the law applicable prior to the coming
into force of the Civil Code of Quebec?, so that premises applied in the Aubry case can
only have been strengthened by the adoption of the far more explicit guarantees
contained in the Civil Code of Quebec. In Quebec, it is henceforth clear that the right to
privacy extends not only to the private home, but to public places; it binds both the state
and private individuals, regardless of the application of section 8 of the Canadian

Charter of Rights and Freedoms.

Y LRQ.c. C-12,
® Editions Vice-Versa v. Aubry, [1998) 1 R.C.S. 591,
 1bid at paragraph 39,
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These legistative and quasi-constitutional guarantees surpass those provided for in other
provincial legislation. Other provinces*? have adopted laws explicitly protecting the right
o privaby, but in those that have not, common law does not protect the right to privacy
and' the traditional view states that only when the violation is directly or indirectly
attributable to state action will constitutional guarantees under section 8 of the Canadian

Charter of Rights and Freedoms apply™.

In practice, private surveillance by workers' compensation boards would be governed
both by section 8 of the Canadian Charter of Rights and Freedoms * and, in those
provinces with explicit privacy legislation, by provincial legislation as well. This premise
is fairly obvious with regard to surveiliance by employees of the compensation boards,
but it also extends to private security firms hired by the boards, When private security
firms are hired by compensation boards, they are mandated by slate actors and as such

are also obliged to comply with constitutional obligations®.

When the private surveiliance of an injured worker Is done at the behest of the employer,

the right to privacy in those jurisdictions that do not have specific privacy legislatibn is

2 For example, British Columbia and NewFoundland. See Druken v, R.G. Fewer and Associales Inc.
g1998] MN.J.. 312, Nfid Supreme Court.

In light of section 32 of the Charter, section 8 would not apply according to Syndicat des travailleuses et
travailleurs de Bridgestone/Firestone de Joliette ({CSN) v. Trudeau, {1999] R.J.Q. 2229 (C A.Q.), paragraph
53. There may, howevaer, be an obligation to evaluate admissibility of such evidence according to “Charter
values" even if the substantive provisions of the Charter are inapplicable. See M. A. v. Ryan [1997] 1 S.C.R.
157. In Alberta and Ontario, whera no specific privacy legistation exists, recoursas to video-surveillance
seems relatively unfettered. See, in Albera, Uniled Food and Commercial Workers, Local 401 v. Medicine
Hat, [2001] A.G.A.A. No. 68; in Ontario, Re Toronlo Transit Commission and Amalgamaled Transit Union,
Local 113 (Fallon), {1999] 79 L.A.C. (4th) 85,

ity of Longueuil v. Godbout, [1997] 3 S.C.R. 844; Blencce v. B.C. {Human Rights Commission) {2000} 2.
S.C.R. 307 at 332-333; Duguay v. Plante al le Tribunal du travail, (July 16th 2001}, Mantreat, 500-05-
064211-012, 0.T.E. 2001 T-1023, (C.5.Q.).

# Duguay v. Plante st le Tribunal du travail, {July 16th 2001), Montreal, 500-05-064211-012, D.T.E, 2004 T-
1023, (C.5.Q.); Blencoe v. B.C. (Human Rights Commission} [2000] 2. 5.C.R. 307. Ville de Mascouche v.
Houle [1999] R.4.Q. 1894 (C.A.Q). See also. Pierre Palenauds (ed.), Police, techniques modernes
d'enquéte ou de surveillance et droit de [a preuve, Actes du Colfoque, Sherbrooke, 1998 at 10
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limited*®, allhough when the employer is a municipality or an agent of the state section 8
of the Charter applies'’. What is clear, is that in those jurisdictions, fike Quebec, that do
have privacy legislation governing non-governmental actors, the special relationship .
between an employer and an employee haé been used by courts to whillle away, at
least in part, the general obligations to respect the worker's privacy. Nevertheless, as
Veilleux™ points out, while the worker's right to privacy within the workplace may be
significantly reduced, the worker has a reasonable expectation of privacy outside of the
workplace, even more so outside of working hours, and the existence of a master-
servant relationship does not juslify unfettered invasion of a worker's privacy. The
Supreme Court of Canada made this point clearly in the case of Godbout™, and held
that the right to privacy under seclion 5 of the Quebec Charter of Human Rights and
Freedoms prevented the employer from imposing conditions on the worker's cholce of

residance.

In a case Involving private surveillance of a worker who claimed to be tempofarity
disabled because of a work accident, the Court of Appeal of Quebec™, while holding that
survelllance by the employer in the case before the court was not done in violation of the
right to privacy, confirmed that the employer's right to have his ‘worker followed was
fimited both by the conditions of the Quebec Charter of Human Rights and Freedoms

and by the explicit recognition of the right to privacy under the Civil Code of Quebec.

" Bacause of section 32 of tha Charter, section 8 would not apply according to Syndicat des fravailleuses el
travailleurs de Bridgestone/Firestone da Joliette (CSN) v. Trudeau, {1999} R.J.Q. 2229 (C.A.Q.), paragraph
53.

Y Yille de Mascouche v, Houle, [1999] R.J.Q. 1894 (C.A.Q).

™ gee generally D. Veillaux, "Le droit 4 1a vie privéa-sa portée face & la surveillance de l'employeur” (2000)
60 R.duB. 3.

” City of Longueuil v. Godbout, [1997) 3 5.C.R. 844.

“ Svardicat des ravaitlonses et ravailleurs de Bridgestone Fivestone de Joliette (CSN v, Trudean. {1999
R.J0). 2229,
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The Court of Appeal relied on criteria developed by the Quebec Human Rights
Commission®', to circumscribe conditions under which private surveillance could be
justified. Section 9.1 of the Quebec Charter of Human Rights and Freedoms in terms

analogous to s. 1 of the Charter of rights and freedoms, allows for infringement of rights

under certain restrictive conditions®. After underlining that privacy could be violated by
the simple act of undercover surveillance, whether or not the subject was videotaped,
the Court concluded that the existence of a work contract was not in itseif a renunciation
by the worker to his or her right to privacy. The court held that such a renunpiatlon must
be explicit, and can not be presumed. Nevertheless, the employer could undertake
clandestine surveillance outside the workplace without the consent of the worker if

certain conditions applied:

1. The declsion to target a specific worker must not be arbitrary or random, and the
empioyer must have reasonable grounds to suspect the legitimacy of the worker's
behavlour prior to undertaking survelllance; those grounds can not be established a
posteriori,

2, The émployer of an injured worker has an interest in insuring the loyalty of the
worker and the legitimacy of his behaviour, however this in itself does not justify

undertaking surveillance unless there exist serious reasons leading to doubt the

honesty of the worker.

*! Commission des droits de I personne, Filatre ef surveiltance des salarids absents ponr raison de scité:
conformité i fa Charte, adopted by resolution of the Commission, COM-340-5.1.1, April 16, 1999,

* The Supreme Court of Canada has clearly determined that section 9.1 of the Quebec Charrer of Hhuman
Rights cond Freedoms shatl be interpreted similaly 1o section { of the Canadian Charter of Righes and
Freedomms, see City of Longueuit v Godbout, (19971 3S.C.R 844
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3. Surveillance must be necessary to control the legitimacy of the claim and the nature
of the surveillance must be the least intrusive possible. The court cites with approval
an Atberta judgement:

"In suspicious circumstances surrounding the medical condition of
the grievor, the employer has every right to conduct a full
investigation but only as a last step should it choose the intrusive
alternative of invading the employee's privacy by conducting

survelllance.™"

4. Survelliance must be done in a way that respects the worker's dignity. The case cited
by the Human rights commission in which a worker was filmed in his bedroom was

cited by the Court as an example of abuse.

5. In the case in point, the employer had cause to be suspicious because of
contradictions In the worker's statements and the means chosen for surveillance
were not excessively intrusive because survelllance took place in public places or

places that were in public view, surveillance was not continuous, but on three

separate days over a three month perlod, and the conditions of surveillance were not

in violation of the worker's dignity.

The Court of Appeal of Quebec has thus accepted to limit the right to privacy, if the
conditions described by the Human Rights Commission are shown to have been met.
Actual consuitation of the examples given by the Human Rights Commission show that
the Commission’s caveats with regard to admissibility are far more significant than those
generally described in lhe legal literature. For instance, the Commission precludes

recourse to video-surveillance if the employer has not exhausted all other means to

" Quoting from Re Alberta Wheat Peol and Grain Workers' Union. Local 333, 48 (L A C.) (4th) 341, p. 345,
arbitration decision by B, Williams.
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determine the truth. Other means inciude obtaining an additional medical opinion, calling
the worker in for a discussion about his health, Invading the employee's privacy by
conducting surveillance must be demonstrated to be the last step available to get to the

truth.*

Yet legal fiterature aimed at practitioners paints with a far broader brush when describing
the rights of employers to conduct video-surveillance. Although referring in the footnotes
to the Court of Appeal decision in Bridgestone/Firestone, Pedneault, Bernler and

Granosik include none of the detailed conditions therein set out when they state that:

"When an employee's personal activities are incompatible with the
alleged disability to perform his work the employer may conduct
elactronic surveillance of the employee as long as the surveillance
takes place In public.®

The legal opinion of the Quebec Human Rights Commission clearly states that the
employer or the compensation board must bear the burden of demonstrating that the
criterla justifying the viotation of the right to privacy as prescribed by section 9.1 of the
Quebec Charter of Human Rights and Freedoms have been met, For the Commission,
this means that the decision to undertake surveillance was based on serious
circumstancial evidence and not on simple impressions, and that sﬁweillance was a last

resort when no other means of verification were available.®®.

" bid at 13.

** ] F. Pedneault, L. Bernier, L. Granosik, Les droits de la personne et les retations de travail, { Y von Blais,
Cowansviile, Qc. 2002) at section 22.050. Our translation. the original states; "Lorsqu'il s'agit d'activités
personnelies incompatibles avec la prétendue incapacité de Femployé i effectuer sa prestation de travail
Femployeur peut effectuer la surveillance électronique du moment otlt cette surveitlance survient dans les
tieux publics.”" The authors go on to say, at section 22,051, that it would be inoppropriate to hide a camera
in the employee's home, but beside that type ol situation, videotapes will be admitted in arbitration
hearings.

P Commission des droits de la personne, Filaire of surveitlance des salaries absents powr raison de santé.
conformite & la Charre, adopted by resolution of the Commission, COM-440-5.1.1, April 16, 1999,
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2.1.2. Special powers for state agencies?
In the opinion of the Commission, state actors like the C.5.8.T. have an even greater
obligation to'respect the right to privacy than do employers or private insurers, and in its

directive on this issue the Commission concludes:

“It would thus be out of the question to invoke the the C.8.8.T.'s responsibility in the
application of the Act Respecting Industrial Accidents and Occupational Diseases in
order to justify diluted rules regarding the right to privacy."*’ :

The Supreme Court of Canada has clearly stated the importance of placing limits on the
practice of the state to use clectronic devices to obtain evidence regarding the behaviour

of citizens. In R. v. Wong, Justice Laforest, speaking for the Court stated:

"I am firmly of the view that if a free and open society cannot
brook the prospect that the agents of the state should, in the
absence of judicial authorisation, enjoy the right to record the
words of whomever they choose, it is equally inconcelvable that
the state should have unrestricted discretion to target whomever it
wishes for surreptitious video-surveillance. George Orwell in his
classic dystopian novel 1984 paints'a grim picture of a society
whose citizens had every reason to expact that their every
movement was subject to electronic video-surveillance. The
contrast with the expectations of privacy in a free soclety such as
our own-could not be more striking. The notion that the agencies
of the state should be at liberty to train hidden cameras on
members of society wherever and whenever they wish is
fundamentally irreconcilable with what we perceive to be
acceptable behaviour on the part of government. As in the case of
audio survelllance, to permit unrestricted video-surveillance by
agents of the state would seriously diminish the degree of privacy
we can reasonably expect to enjoy in a free society,*®

The Quebec Human Rights Commission relied on this case in its fegal opinion as to the

limits that should apply with regard to video-surveillance evidence of injured workers,

*" Our translation. The original reads as follows: "If ne saurait étre question, en conségquence, d'invoquer la
responsablité de la C.S.S.T. au regard de 'application de ta Loi sur fex uecidents du travail ef les maluadies
professivnelles, pour justifier a 'endroit de cet organisme une dilution des normes applicables en matiére
de droit & 1a vie privée.", thiddat 18,

“[1990] 3 5.C.R. 36, at 47.
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particuiarly when the video-surveillance is done at the behest of the C.8.8.T. and not by

the employer™®.

In at least one Quebec case the Court has refused to apply this reasoning when a
worker is charged under the penal provisions of workers' compensation legislation. The
court distinguishes violations of privacy by the state in the context of regulatory
infractions, and concludes that the policing of injured workers is an activity that does not
require a vigitant respect of Charter rights and Charter vaiues, given the importance of
the C.S.8.T.'s mandate to manage public funds. The idea that any worker may be under
surveillance is seen as an incentive to all workers to be honest®, Given that the decision
regarding the regulatory infraction may be subsequently invoked to support denial of
benefits, benefits that insure the subsistence of a worker, it seems surprising that the
context of workers' compensation would somehow mitigate the obiigation of the state to

meticulously respect the criteria set out in section 8 of the Charter.

The idea that workers' compensation legislation required a llower standard of vigilance
with regard to Charter rights is troubling. It was first introduced by the Quebec Court of
Appeal in a very different legal and factual situation. In Lapointe, the worker was
suspected of having fabricated an accident to access compensation. An accomplice who
had later denounced the worker hadl accepted at the behest of the empioyér to covertly
audio-tape a conversation with the worker regarding the fraud®'. Subsequent cases have
relied on the refaxing of Charter rights proposed in Lapointe to support the admissibiiity

of video-surveillance evidence in cases where the worker's degree of disability was the

* Commission des droits ¢ fa personne, Filature et surveillance des salaries absents pour raison de samis:
conformité ¢ fa Charte, adopted by resolution of the Commission, COM-440-5.1 1, April 16, 1999

"” Duguay v. Plante et Ie Tribunal du travail, (July t6th 2001), Montreal, 500-05-06421 1-012, D.TE, 2001 T-
1023, (€C.8.Q.). see quote supra nols 8.

"' Lapointe ¢c. Commission d'appel en matidre de lésions professicnnelles [1995] CAL.P 1319, p. 1323




29

issue®. The principles of Wong, applicable to these circumstances according to the
Human Rights Commission, seem to have been whittlled away in the name of
administrative needs of regulatory agencies. It is unclear whether the decisions
encourage this type of flexibility to manage disabilit claims would survive scrutiny by the

higher courts.

2.2 Private surveillance evidence
Whether or not the evidence obtained by private detectives violates Charter rights, there
are still legal issues to be determined with regard to 1) its admissibility, 2) pre-trial

access to the evidence, and 3) the welght it should be given.

2.2,1 Admissibility of evidence
In Quebec, three questions will be examined in order to determine the admissibility of
the evidence. If the worker's right to privacy has not been violated, Issues as to
admissibility will be governed by the general rules of evidence. if the worker's right to
privacy has been violated, the court will be called upon to determine whether under s.-
9.1 of the Quebec Charter of Human Rights and Freedoms, the violation was legitimate
according to the criteria set out by the Quebec court of Appeal In
Bridgestone/Firestons®™. Even f the judge concludes that section 9.1 does not justifly the
violation of the right to privacy, the court may still admit the evidence in appiication of
section 2858 of the Civil Code of Quebec, which invites the judge to evaluate
admissibility by determining whether the admission of evidence obtained in violation of

human rights would bring the administration of justice into disrepute®

" Eppelé v. CLP. and C.S.S.T. und Santa Cabrini Hospital, Superior Court, 503-05-004691-983, June 22.
2000

"' Evidence was thus held to be admissible in Eppele v. CLP. and CSS.T und Sunta Cuabrini Hospitud,
Superior Court, 503-03-004691-983, June 22, 2000,

“! Syndicat des travailleuses et travailleurs drabattoir de volailte de St-fean-Baptiste ¢, Corriveau, DTE
2001 T-206, Quebee Court of Appeal.




30

In Ontario, where no legislation specifically guarantees the right to privacy®, case law
has determined that admissibifity must hevertheless be evaluated with care. Admissibility
is dependent on the relevance of the video-tape evidence and proof that it was
reasonable to engage in video-surveillance, and that the surveiltance was done in a

reasonable manner®®,

In one Ontario case, a report prepared by a medical expert who viewed the video without
the worker's consent and prior to a decision by the tribunal as to the admissibility of the
videotape was itself excluded from avidence, even though the tribunal reserved

judgement as to the admissibility of the videotape itself®.

In Ontario, the Tribunal frowns upon employers providing treating physicians or medicai
experts with videotaped evidence of the worker's movements and behaviour, and the
employer must request permission to transmit such videotapes to medical experts,
permission that, In at least one case, was not granted, judgement being reserved

pending the hearing of the merits of the case®®,

in Quebac, in order for the ‘vldeotape to be admitted into evidence, the party responsible
for ordering the videotape surveillance must be present at the hearing to give evidence
as to the context in which the evidence was obtained, and the investigator must be
present to give evidence as to the authenticity of the videotape®. This rule is based on

the law of evidence, and is not specific to videotapes obtained in prima facie violation of

™ Pocrsch v. dema, {2000} 19 C.C.L.L (3d) 92 (0.8.C.).

“* See for instance Decision No . 68887, [1987] 6 W.C.AT.R. 198, In grievance arbitration there is some
debate as to the extent in which evidence may be excluded. C ompare Re Labalt Ontario Breweries {Toronto
Brewery) and Brewery, General & Professional Workers Union, Local 304, 11994} 42 L A.C. (4th} 151: Re
Toronle Transit Commission and A.T.U., Loc 113 {Collins}, [1999] 80 L.A.C. {dth) 53, with Re Toronlo
Transit Commission and A.T.U., Loc 113 (Fallon). {1999] 79 L.A.C. (dth} 85; Kimberly-Clark Inc. and LW, A.
Canada, Loc. 1-92-4, {1996} 66 L.A.C. (dth) 266,

" WCAT Decision 851 97 |, September 29th, 1997

"TWSIATR 127399 1, July 27th 1999.
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the right to privacy. When the right to privacy has also been violated, the burden of proof

of the party who wishes to produce the evidence is presumably greater.

In several jurisdictions studied, if the videotape is tainted or inadmissible, reports based
on that evidence will also be excluded. In a recent Quebec case the C.L.P,, the final
appeal tribunal, excluded medical evidence provided after the doctor had viewed a
survelllance video at the request of the C.5.8.T. The C.S.8.T. made no attempt to enter
the videotape as evidence before the appeal tribunal, and did not provide any evidence
surrounding the reasons justifying covert surveillance of the worker. Nor was the
detective/cameraman present at the hearing, so there was no evidence as to the context
in which.the Qldeotape was made. The C.L.P, recognised that the worker was presumed
to be In good faith and concluded the existence of the videotape in itseif constituted
prima facie evidence that his right to privacy under s. 5 of the Quebec Charter of Hurman
Rights and Freedoms had been violated. The C.L.P. noted the "nonchalance” of the
C.8.5.T. who had mandated the surveillance but failed to appear at the hearing. Lacking
evidence that could justify the Invasion of the worker's privacy, the C.L.P. excluded the
medical report, given that the videotape on which the report was based was heid to be

tainted in the absence of evidence as to its admissibiiity™.

In Quebec, there are cases In which issues governing the right to privacy could have
been raised, but where the C.L.P. has admitted video evidence regardless of privacy
issues because the worker had obtained an expert opinion from a physician as to the
compatibitity between gestures performed in the videotape and medical constraints

documented by the worker's doctor. The C.L.P. held that by submitting the report of the

" Hahib et Cie de lu Buie o 'Hudson (2000) C L.P. 1059 citing Cuclienx ¢. Service de yaz naturel Laval inc
[1991] R.1.Q. 2490(C.A.Q)

* Fiau et Rénovations R Rivard ffermeé). C.L.P.185176-71-0205, 215t of November, 2002, Francine
Jutean.
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expert the worker had renounced his right to request the exclusion of the evidence for

Charter or privacy reasons’ ",

Usually, relevancy will dictate that evidence be admitied, even when it has been
obtained in violation of the right to privacy’?. This is in keeping with the case law
regqrding grievance arbitration and insurance. While judges tend to want to see the
evidence, they will be careful to limit its weight, and will sometimes even grant damages

for the violation of privacy rights, while holding the evidence to be admissible™.

2.2.2 Right to view evidence prior to hearing
Most cases that raised the Issue of pre-trial access to video-surveillance evidence
granted the right of the party who had been put under surveillance to view and obtain a

copy of the evidence prior to trial.

Ontarlo policy specifically provides that recording evidence destined to be submitted In a
hearing must be made available to all parties as early as possible in order to allow them

to review the evidence prior to the hearing™.

This is in sharp contrast to the situation in Quebec where the appeal tribunal has
recently denied a worker the right to view a video prior to a hearing even though the
worker sought access to the video in order to avold the expense of having his medical

expert witness attend the hearing in person. The employer refused to hand over the

" Champagne and Arcadian ine. and C.S.S.T., C.L.P. 1H13018-71-9903, 23rd of November 2000, Margaret
Cuddihy.

2 gome cases will only admit the evidence if there were valid grounds for undertaking the surveillance. See
Re Alberta Wheat Pool and Grain Workers' Union Local 333, [1995) L.A.C. 332,

"} See for instance an insurance claim: Boldue v, $.5.0. Socidté d'assurance-vie ine., [2000) R.R.A. 207,
We found no cases granting damages to injured workers in similar ¢circumstances.

" WSIB policy on Audior Visual recordings, document nuntber 11-01-08, June t5th 1999 WSIB policy on
Survetllance, document number 11-02-06, September Est 1997, See Decivion 28001, {2001] ONWSIAT

2329
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video prior to the testimony of the worker. In denying the worker's petition to access the

video prior to the hearing, the C.L.P. stated:

"The Commission des lésions professionnelles finds that the non-
disclosure of the video does not compromise the worker's right to
a fair hearing. The worker is the principle actor in the video and
thus the surprise effect will be less important, futhermore the
worker will no doubt be able to respond to the video in his own
festimony.”™"

The tribunal held that the argument relating to the increased costs imposed on the
worker because of the need to have an expert witness attend the hearing was an
economic consideration that could not override the natural justice and procedural equity
considerations raised by the employer who maintained, with success, that he had the

right to present his evidence as he saw fit.

Quebec law applicable to other claimants provides communication of evidence prior to
trial’®, and insurance textbooks insist on the importance of not taking the claimant by
surprise’’. The same is true in other jurisdictions, where opportunity to view videotapes
prior to hearing™, or at least to have counsel view the videotape and receive a written

account of what facts were allegedly ascertained In the video'®.

2.2.3 Weight given to evidence by the courts

™ Reis et Iustries Muaintenance Empire ine. C.L.P.E, 2002 LP-117,.October 3rd 2002, Me Daniéle
Grufty. Our translation, the original states: "La Commission des sions professionnelies est d'avis que la
non-divulgation de la cassette vidéo ne compromel pas, en Fespéce, le droit du travailleur 4 une défense
pleine et enticre. Ce demier étant, en quelque sorte, 'acteur principal du viddo, I'effet de surprise risque
d"étre pour lui moins important; de plus, le travailleur pourra certainement y répondre par son propre
témoignage.”

™ This seems to be standard practice, See Léger v. Télémédia inc., [1995] R.R.A. 179 (S.C. Q.).Failure to
communicate such evidence in a timely manner can lead to criticism and even refusal of costs to a
victorious defendant, see Bouliune v. SSQfservice sunté du Québec) Mutnelle d ' Assurance-Groupe, [1997]
R.RA.I68(S.C.Q.

M. Gilbert, Llasswrance colfective en milien de travail, (Cowansville, Qc: Yvon Blais, 1998) at 207,

h Thorpe v Inswrance Corp, of British Cofnbia, {2001} 31 C.C.L.L {3d) 132 (British Columbia Master).
" Nenophontos v G Life Insurance Co., {2000] 32 C.C L1 (3d) 3710.5.0Q.).
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While many decisions of specialised tribunals underline the limited probative value of
video-surveillance evidence to determine disability®®, the value of such evidence cén be
more significant if the film appears to show the worker actually undertaking reguiar paid
employment while recelving benefits®'.- Many decision makers®, as well as medical
experts®, and in some provinces compensation board policy®, underline the fact that it
is often difficult to extrapolate from evidence that a worker has performed a given task,
like lifting her child or mowing the lawn, to determine that he or she is capable of
assuming regular gainful employment. Some panels underline the futility of such
evidence, letting it be understood that investment in covert surveillance is not

necessarilly money well spent®,

If the videotape evidence is selective, if the tape has been cut or does not reflect a full
day's activities, some tribunals question its admissibility while others, while admitting the
evidence, limit its welght®®, During the course of our study we were provided with several
iustrations of Incidents where the video itself had been tampered with¥”, One health

care professional who provided us with information added

"I personally have reviewed three sets of videotaped data, none of
which were in my lay view as a psychologist, probative of medical
malfeasance. There were no 'home runs'. [Compensation Board)]

% The limited probative value of video-tape evidence was underlined in several decisions of the Worker
Safety and Insurance Appeal Tribunal of Ontario, and in decisions of its predecessor the Workers
Compensation Appeal Tribunal. See for instance: Decision No . 688/87, [1987} 6 W.C.A.T.R. 198;
Decision Neo. 732-93, January 9th, 1997, Decision No. 851 97, WCAT September 1 5th 1998; Decision No.
1389 97 WSIAT, 31 March §999; 2000 ONWSIAT 1609, 2002 ONWSIAT 1267,

Y Lefebvre of Infirmiéres Plus enr. (fermé) et C.5.8.T., C.L.P. 109869-72-9902, March 5th 2001; WCAT,
Decision No. 1071 96, February 2th 1998,

* For an example drawn from insurance law see Lafonde v. London Life nsurance Co., [2001] 33 C.C.L.L
(3d) 108, .

¥ B. 1. Molzen, "Malingering, Videotape Analysis, and the Use of the Independent Medical Examination in
Disability Determination, {1999} January-February, The Forensic Examiner t.

“* In Ontario see WSIB policy on Audio/Visual recordings, document number £1-04-08, June |5th 1999.
** Decision No. 851 97, WCAT September 15th 1998,

2002 ONWSIAT 1267,

¥ See for instance Rollarte Parent and Pierre Saint-Amaud, “Accidentés du travail - Les images peuvent
étre trompenses”, Le Devoir, January 20th 2003, at B-6, where evidence was provided that the videotape
hiad been subtly speeded up to make the worker look more lively
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Medical Advisors, however, seize upon the tapes as evidence of
alleged malingering on the basis of selected portions of the
videotapes. Of the tapes | reviewed all of them showed evidence
of editing, Including figures under surveillance curiously moving
backwards and in some cases snippets of the tape repeated
several times."

Ontario WSIB policy specifically warns against giving too much weight to this type of
evidence, as the film does not show rest periods or periods in which the worker is visibly
in pain®. This point has also been made In the case law of several provinces®, If the
nature of the worker's illness leads to fluctuations in his ability to perform the tasks of
daily living, videotape evidence over only a few days has been held to be of limited
value, as it Is plausible that the worker was filmed on a good day that did not necessarily

reflect his general state of health™.

Aside from what the videotape actually shows or does not show, information provided in
interviews as well as case law®' shows a further use of videotape evidence, that related
to the general credibility of the worker. Even if those activities demonstrated in the
videotape are banal, the videotape may be damning to the worker if he or she has been
caught exaggerating or lying to the employer or the workers' compensation board. Thus,
for example, even if the worker was not doing anything wrong, but simply waiting for a
bus, lying about the fact she was capable of waiting for a bus has been used to tarnish
her credibility on all issues relevant to her claim. The worker is then more amenabls lo

out of court settlements™,

“WSIB policy on Audio/Visual recordings, document number | [-01-08, June 15th 1999,

™ Qe for instance Decision No. 1389 97, W.S.LA.T., March 31st 1999, Champagne v. Arcadian inc. &
C.$.8.T.. C.L.P. 113018-71-9903, November 23rd, 2000, Margaret Cuddihy.

W Decivion No. 1389 97 IWSIAT. 31 March 1999. See also WCAT Decision No. 732-93, January 9th, 1997.
N pacision 280 01, [2001] ONWSIAT 2329, In insurance law, see for instance Chaplin v. Sun Life
Asstirance Co. of Canada, (2001127 C.C.L.1, (3d}, 70 (B.C.5.C).

"2 (1 2001-2002. in Quebec, 59% of the 21809 appeals to the C.L.P. were dropped or settled out of court.
74, of the files thus ¢losed were closed after negotiations involving a conciliator of the appeal tribunal.
See Commission des [ésions protessionnelles, Rapport annue! 20012002, Québec. 1002,
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2.3 Legal recourse for damages resulting from surveillance

There is no doubt that covert surveillance of injured workers is sometimes damaging
both to their physical and mental heaith. In many cases it is also a violation of their right
to privacy and to their right to dignity. In this section we will examine the remedies that
may be available to workers injured by covert surveillance procedures. We will first look
at compensation available under the workers' compensation legislation and then the law

of torts.

2.3.1 Workers' compensation legislation
The primary issue raised by the person seeking compensation for disability attributable
to covert survelilance Is that regardingj the right to compensation for injury caused by the
compensation process ltself®*. Disability attributable to the surveillance may Include a
more prolonged temporary disability and even a more severe degree of permanent
disability. Usually the new pathology will result from psychological problems. Access to
compensation for psychotrai&matic disability caused by the injury is covered under all
jurisdictions but, at least in some jurisdictions, it Is far more difficuit to access

compensation when disability is attributed to the claims management process.

in an Ontario case, the worker was granted benefits for psychotraumatic disability,
including anxiety with paranoid features, attributed to the employer's surveillance
aclivities. The Tribunal recognised that the surveiflance activities had harmed the
worker's health, and had also “rrevocably damaged the employer-employee

relationship”. It confirmed not only the right to benefits but the restriction against work for

the accident employer94. In Quebec, the majority of the case law refuses to grant

' Gee generally K. Lippel, “Therapeutic and Anti-therapeutic Consequences of Workers' Compensation
Systerns”, £1999) 22:5-6 International Joumnal of Law and Psychiatry 521,
W Pyecivion No. 1212 97 (1997144 WSEA TR 129,
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compensation attributable to what are termed “racasserles admininstratives” or
administrative troubles®, and many would hold that disability caused by surveillance falls
within this category.
2.3.2 Civil liability

Over and above the issue of compensation for disability resulting from surveillance there
is some question as to whether damages may be sought for violation of Charter rights.
while such a violation by the employer or a colleague would normally not give rise to
damages because of the exclusioﬁary provisions contained in all workers' compensatio'n
leglistation in Canada®, there may be more leeway with regard to suits claiming
damages to the worker's reputation®’”. Law suits for damages inflicted by the behaviour
of private survelllance firms may also be a possibility, aithough most legislation prohibit
law suits against all employers covered by the compensation scheme, so that,
depending on the province, the right to sue for damages might be curtailed®® or non-

existent If the private detective agency was also an employer under the Act™.

In insurance law there have been some cases where courts have granted damages
against the insurance company for the invasion of the worker's privacy by a private
investigator, even in cases where the judge has accepted to hear the evidence because

of issues of relevance, In a Quebec case, damages were granted because the claimant

95 Lefebvre ef Infirmiéres Plus enr. (fermé) et C.5.5.T., C.L.P. 109869-72-9902, March 5th 2001{Quebec).
See generally K. Lippel, La notion de lésion professiomele, digme édition, (Y von Blais, Cowansville,
2002y at 125-138.

" Belivean St-Jucquies v. Fédération des employées er employés de services publics ine, {1996} 2 S.C.R.
145: Genest et Genest v, Conumnission des droits de lu personne ot des droits Jde fu jeunesse et Bewulet,
C.A.Qn° 500-09-004729-976, January 12th 2001.

%7 A few recent Court of Appeal decisions in Quebec have allowed the right to sue in cases in which the
worker was claiming damages from the employer for damage to his or her reputation: See Avthwr et ol ¢.
Williams, C.A.Q. , 500-09-007443-989, September 23rd 2002; P.S.B.G.M. c. Williams, C.A.Q. 500-09-
007429-988, September 23rd 2002; Kupelian c. Nortel Networks Corp, C.5.500-05-069071-015, D.T.E.
2002T-377. March 26 2002; Parent v. Ruyle300-09-012323-028, November 21st, 2002.

™ In Quebec, section 44t of the Aot Respecting hudustrial decidents and Oceupational Diseases would
allow for a law suit against third party employer for the balance of the damages.
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was on his own property at the time the video was made. Even though the video was
found to be admissible, the judge held that the claim for disability insurance did not imply
that the claimant renounced his charter rights lo privacy'®. In Newfoundland a lawsuit
seeking compensation from the private surveillance firm was refused because of the
facts of the specific case, but the Court did not preciude lhe possibility of a successful

damage suit if other facts had been proven'®',

Worker repreéentatives interviewed told us they were currently pursuing claims for
damages against workers' co'mpensatlor} boards on the basis of intentional infliction of
emotlional distress. While there are few Canadian cases granting damages against a
compensation board'®, similar claims have been upheld against insurance companies in
the U.S. on the basis 6f the tort of bad faith. In those cases the private insurance
corﬁpanies had shown bad faith In their administration of a worker's claim based on

workers' compensation legistation'®,

Conclusion

The pervasive recourse to covert surveillance of injured workers is damaging to the
health not only of those workers who are subjected to surveillance but also of those who
refrain from attempting any aclivity, regardiess of their doctor's recommendation, for fear

of being video-taped by a private detective. Over and above the incentive to refrain from

" wovach v. British Columbia (W.C.8.), [2000] 1 S.C.R. 55, Lindsay v. Saskatchewan (W.C.B.), [2000] 1
S.C.R.59.

W Boldue v. $.5.0. Société dassurance-vie ine., {2000] RR.A. 207.

M ryuken v. R.G. Fawer and Associates Inc. {1998 N.J. 0. 312, Nfiid Supreme Count.

10 tHare are some. See for instance Butler v. Newfoundiand (W.C.C.} [1998] N.J. No. 190.

193 Goa for instance Wendell J. Kiser, "Bad Faith Handling of Workers' Compensation Cases: Can [t Give
Rise to a Separate Tort Action Against Employers, Carriers, or Self-lnsureds?, {1987} 23 Tort and
fnsurance Law Journal 147. See also Marvin Duckworth, «The Tort of Bad Faith arising from Workets'
Compensation Matters: A Rumbling Volcano», (1989-90) 39 Drake Law Review 87; M. Lasswell,
«Workers' Compensation-Employee's Allegation that Workers' Compensation [nsurer Terminated his
Benefits in Bad Faith Stated Bad Faith Tort Claim against the Insurem, {1994) 43 Drake Law Review 477;
Fdward Main, «Bad Faith in the Workers' Compensation Context: A Cause in Search of an Actions, { 1993)
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all activity, there is also the rcoi!ective stigmatisation of injured workers that is enforced
by the idea that Charter rights and the rights to privacy somehow should be applied
more leniently when the purpose is to discipline injured workers and ensure that the
spectre of covert surveillance promotes respect for the law'®. Such a spectre would no
doubt prevent many reprehensible activities in all walks of life, so it is interesting to note
that the practice of video-surveillance in other regulatory contexts does not seem

pervasive.

In Quebec, the C.S.S.T. admits that 35% of the video-surveillance done at its behest
failed to justify suspension of benefits'®® but tha worker's privacy had nonetheless been
violated, and in those cases where the worker had heean made aware of the surveillance,
the mental angulsh associated with this type of violation remains unrecognised and

uncompensated. . B

L

-I(:e"h Jh § .;“‘,0 %
A certain number of issues lead us to hope that the current situation will be called :‘rit?:‘?’i*‘—““'g

guestion by.the courts or lawmakers. Equality principles allow us to question the different
treatment by the courts of situations -which should be analogous. A comparison of
recourse to and legal treatment of video-surveiliance by. insurance companies and by
compensation boards or employers appears to show that workers are more rapidly
targeted for more banal reasons and with fewer adverse consequences for those

responsible for the survelliance.

it is also unclear why some jurisdictions permit video-surveillance of workers in cases

where it would be illegal to use the same techniques to catch criminals. When the state

30 Tulsa L.J. 507; Edward Main, «Removal, Remand, and Review of 'Bad Faith' Workers' Compensation
Claims», {1996} 13 T. M. Cooley Law Review 121,

" puguay v. Plante et le Tribunal du fravail, {July 16th 2001), Montreal, 600-05-064211-012, D.T.E. 2001 T-
1023, {C.5.Q.})

" Laurin, supra note 24 at ),
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itself is mandating the surveillance, rather than the employer, legal issues are quite

different because of Charter principles, and care should be taken in order to insure they

are treated as such.

Because hundreds of thousands of decisions are made under workers' compensation
legislation, some decision makers imply that it is cost effective and thus legitimate to
allow more flexibility in determining the power of the state to violate a worker's right to
privacy. Yet the consequences of decisions taken on the basis of video-surveiliance
avidence are often much more serious for an Injured worker than those affecting many
accused under the Criminal Code. Loss of economic support, stigmatisation and
humitiation, in a context in which heaith and self-asteam are often extremely fragile, are
all serious consequences, and it is postulated that workers could ctaim protection from

abusive state action undear sections 7 and 8 of the Charter',

Although workers relinquished, historically, the right to sue employers for damages, they
never relinquished their right to dignity. Pervasive use of video-surveillance to manage

workers' compensation claims constitutes in many cases a violation of that right.

O Cinv of Longuenil v. Gadbout, [1997] 3 S.CR. 844 Bloncoe v. B.C(Human Rights Conmmisvion) [2000]
25.0CR T
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OPTIONAL INFO:

Acknowledgement Memo
Security File Memo
Wrongdoing Confirmed Memo
Admin Closure Memo

SIB/RSD Notification of File Review Memo

C SN1 Surveillance Notification -

SR1 Surveillance Report

CR Correspondence Rec’d (Assistance)

CS Correspondence Sent (Assistance)

0404A — Referral TO SIB/RSD Surveillance Request
1316A - Confidential Call Record

T2 /‘\‘:




Standard Memos and
Reports Directed to
Claim by Regulatory
Services




Waorkplace Safety & ' .

Insurance Board Me andum
oY Commission de Ta sécuritd mor u
csm professionnelle et de Fassurance

vontre tes accidents du avail

To: cene e - - JIOPERATIONS/WCBO, Case Manager,
Construction/Transportation, 3rd Floor, Desk 1

From: Support Analyst, RSD

Date: ,

Subject: Surveillance Acknowledgement Memo - To Operations
Claim No: - SIB#: SIB11. Name:

UNDER INVESTIGATION BY REGULATORY SERVICES - DOCUMENT IS NOT
TO BE RELEASED

Your Surveillance Referral Memo has been received, This file has been assigned to .
Compliance Specialist, at «

Surveillance is considered an investigative tool, as provided for in the Policy #22-01-09. While an RS
investigation is underway, access to the SIB section of the claim file will not be granted. Non-disclosure of
documentation is also supported as an exception under FIPPA, Section 14 - law enforcement.

It is recommended that you continue to adjudicate the claim as part of your regular course of business. While
this file remains active in RS, please notify the Compliance Specialist of any pertinent claim activity.
Information pertaining to entitlement decisions, such as NEL (P.D), FEL, LMR or Appeals activity, as well as
any major changes in level of disability or address changes, are of particular importance,

A copy of this memo has been filed to the SIB Section of the claim file. Please ensure that the jacket is
updated to reflect that a referral has been made to RS.

Do not permit access to the SIB Section until this investigation is complete.

If you have any questidns, please contact the Compliance Specialist direét!y.

Support Analyst
Regulatory Services Division




Workplace Safety &

Insurance Board Memorandu

Curlnmi&»aiun de la sécuritd e andum
csm professionnetle ot de Yassuranee

contre led accdents du ravail

To: , LTCM, Desk # , Transportation/Construction Sector,
Toronto Office

From: ,» Compliance Specialist, Compiiance Branch

Date:

Subject: Surveillance Approved (Company Selected) - to Operations
Claim No: SiB#: SIB11- Name:

UNDER RSD INVESTIGATION - DOCUMENT IS NOT TO BE RELEASED

Your request for surveillance has been approved. A private investigation firm has been selected, with case
details provided to them.

When the investigation is complete, you will be provided with an original written report.. A duplicate original
report will be retained by Regulatory Services, along with the video evidence. If, as a result of the
surveillance, wrongdoing is suspected, a consultation process with you and this Branch will ensue.

A copy of this memo has been file in the SIB section of the claim file.

If you have any questions, please contact the me directlyat ~** =~

Compliance Specialist
Regulatory Services Division




Workplace Safety &
Insurance Board

Commission de fa sécumité
professionnelle ot de Fassuranen
contre len accidents du travail

To:

From:
Date:
Subject:

Memorandum

. - OPERATIONS/WCBO, Ottawa - Long Term Case Management .
Team 2. Lacatjon - Desk #

Closure Memo
Claim No: SIB#: SIB12. Name:

DOCUMENTS CAN BE RELEASED.

Regulatory Services has completed its review of this file. Please find attached a
Closure Report with the details of the investigation,

Should you reauire anv further information or clarification please contact Senior
Investigator or Compliance Speclalist

Investigaflons and Prosecutions Team
Regulatory Services Division




Wuorkplace Safety &

Insurance Buoard

Lumrm::.mn du ta sdaurité
professionnelle vt de Tassarance
contre les accidoents du travail

Memorandum

To: Long Term Case Manager, Desk #
TransportationIConstruction Sector, Toronto Office
From: » Compliance Specialist, Compliance Branch, RSD
Date:
Subject: Surveillance Complete - To Operations
Claim No: SiB#: SIB13- Name:

REGULATORY SERVICES INVESTIGATION IS COMPLETE - DOCUMENT CAN
BE RELEASED

This file was referred to Regulatory Services by the Long Term Case Manager (LTCM) to consider
surveillance services as it was alleged that Mr, , may be misrepresenting his level of disability,
and/or working while in receipt of benefits from the wsib,

Mr. suffered a right distal tibla and fibula fracture which was immediately treated surgically
with an open reduction and internal fixation. There were no surgical complications as evidenced by the
operative report from however Mr. - continued to present with pain and deficits In function
that was not keeping with clinical expectations. -

Mr. ‘eports that he has not worked since the date of his original injury yet clinical records dated

" indicates that during the assessment Mr. reported he worked In construction. Additionally, a
prior Confidentlal Gall Record (CCR) from* (see attached), alleged that Mr. 1. was working
under the table renovating houses

Surveillance was approved pursuant to possible charges under Section 149(1) and 149(2) of the WS{ Act. A
period of surveillance was conducted from to

The surveillance assignment is now complete. During the period of surveillance Mr. was ohserved
performing the following activities:

¢ operating a motorized scooter in his residential area

* securing a motorcycle to a trailer

e testdriving an ATV

e spraying a motorized vehicle with paint

The surveillance DVD (1} will be sent lo Records Control for filing. The Surveillance Report will be indexed
and scanned by RS into the SIB section of the imaged Claim file. Should you need to acquire the DVD for
viewing, you can do so by e-mailing Records Control at "exhibils", clearly stating the reason for your request.
The originat written report and DVD have been retained by RS.

The information gathered through a surveillance assignment should be used in conjunclion with existing
information on fite in accordance with Policy No. 11-01-08, Audio/Visual Recordings.

As the investigation would then be complete, access to the documentation in the SIB Section of the claim file
is no longer exempt,

If you have any questions, please contact me at



b Workplace Safety &
Insurance Boa

Commission de la séourité Memora ndu m
csm professionnetle et de Fassurance
contre es accdents du fravail

To:

From:
Date:

Subject:  New Claims information Being Provided to Operations by Regulatory Services.
Typical worker/fite info here

An investigation being conducted by Regulatory Services has surfaced significant new information that
appears pertinent to the above named worker’s benefit entittement. The information is being provided
for your immediate conslderation; our investigation is angoing.

Background:

New Information:




’ Workplace Safely &
Insurance Board
Commission de 1a sécurité
mpm professionnellg ct de lassurance
contre les accivents du travait

Memorandum

To:

From;
Date:

Subject:  Charges Lald - New Information Being Provided to Operations by Regulatory Services,
Typical worker/fite info here

Charges related to the obligations of a worker under the Workplace Safety and Insurance Act have been
laid against the above noted worker, The investigation conducted by Regulatory Services has surfaced
new information that appears pertinent to the worker's entitlement to benefits. The information is being
provided for your immediate consideration; Regulatory Services will raport in a timely fashion the
outcome of the court proceedings,

Background:
Charges Laid:

New Information:
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Comwmnission de fa sécurild
professionnelle ot Jde Fassuranee
vontre les accidents du travail

To:
From: Carrie Millman
Date: December 4, 2013

Subject:  Surveillance Not Approved To Operatlons
ClaimNo: & 1D SIB#: flttusniyen

NO INVESTIGATION - DOCUMENT CAN BE RELEASED

This file was referred to Regulatory Services on (INSERT DATE) requesting a period of
surveillance,

Your request has not been approved for the following reason(s):

A copy of this memo has been filed into the SIB section of the claim file. As the request has not
been approved, there is no outstanding investigation. Access to the documentation in the SIB
Section is no longer exempt. .

It you have any questions, please contact the me directly at 416-344-xxxx.

Name
Title




Surveillance Template




Surveillance Request
Background/Rationale for Surveillance

BACKGROUND:

Name

Date of Birth

Date of Accident

Claim #

Area of Injury

Accepted Dlagnosis

Accident History (brief)

Pre-accident job

Employer Name

Relevant and/or
upcoming surgeries

NEL or PD Quantum

PERMANENT OR CURRENT RESTRICTIONS

RELEVANT/CURRENT BENEFITS PAID




ALLEGATION

{what about the claim has caused you to make a referral for surveillance)

RELEVANT FACTS

(what facts from the claim help support your “allegation”)

Modified Work

Does the employer have suitable
modified work available?

Did the employer offer modified work
to the worker?

If suitable modified work is not
available, has the file been referred
for work transition?

Brief Work Transition History

(especially describe any barriers)




Physical Description

Height Weight
Skin Colour Hair colour
Gender Identifiable features

Rationale for Survelllance

(what decisions do you expect to inform and why will surveillance assist in making those decisions)




Surveillance Request

Name of Requestor
Request Date

Surveillance Status Referred to SIB

Draft Date 11/25/2011
Date Sent For Approvali 12/05/2011
Date Approved 12/06/2011
Date Sent to Company 12/07/2011
Date Completed 01/03/2012
Date Referred to SIB 01/03/2012
Date Response Sent to Requester

Date Not Approved

Surveillance information

Allegations

POA

s.149(1) - WSIA - Knowingly making a false statement or representation to WSIB relating to benefit’
entitlement

$.149(2) - WSIA - Wilfully failing to inform WSIB within 10 days of material change relating to benefit

entitlement

Criminal

Internal

Background/Rationale for Surveillance
BACKGROUND:

Name

Date of Birth

Date of Accident
Claim #

Area of injury
Accepted diagnosis
Accident history {brief)
Pre-accident job
Employer name
Relevant and / or upcoming
surgeries

NEL or PD Quantum

PERMANENT OR CURRENT RESTRICTIONS:




| o

RELEVANT/CURRENT BENEFITS PAID:

ALLEGATION:

Referral from the Operaling area notes the following:

RELEVANT FACTS

Does the employer have suitable modified work available?

Did the employer offer suitable modified work to the
worket?

referred for an LMR program?

if suitable modified work is not available, has the file been

BRIEF LMR HISTCORY (if applicable):

PHYSICAL DESCRIPTION OF SUBJECT:

Height Waeight

Skin colour Hair colour and slyle

Sex Any other identifiable
fealures

RATIONALE FOR SURVEILLANCE:

Has an issue of non-compiiance been identified? Yes

Type of Investigatioﬁ

Type of Investigation
® Worker O internal
O Employer O Supplier

Worker Details

O Provider
O Assistance

O Other
C Witness Support

Name
Allas
Current Address

City
Province ON
Country Canada




Postal Code
Phone No.
Previous Address and Phone 1 at

From A To
Previous Address and Phone 2 at

From To
Previous Address and Phone 3 at

From To
Gender
Date of Birth
SiN
Language Preference
Physical Description

PIF Information

Information Required
Information/Evidence

Requested Received

>J Documents [ Documents
&) Photographs 1 Photographs
= Video 1 Video

Information/Evidence Required
BACKGROUND:

Name

Date of Birth

Date of Accident

Area of injury

Pre-accident job

Employer name

PERMANENT OR CURRENT RESTRICTIONS:




ALLEGATION:

Referral notes the following:
[ 3

*
]
®

PHYSICAL DESCRIPTION OF SUBJECT:

Height Weight

Skin cofour Hair colour and style

Sex Any other identifiable
fealures

Vehicie Description:

Addresses Frequented:

Assignment:

Special Instructions:

1. Should it be determined that is performing activities exceeding the restrictions noted above or activilies
that contradict what he claims he can or cannet do, video footage should be conducted on at least 2 conseculive days
and should include all physical activities.

2. Should it also be determined that is working, surveiliance should also confirm who the employer Isfare, all
work locations, days/hours of work, and all physical activilies involved.

3. Please ensure that all aclivities are recorded on video. The video must be unedited with date and time indication.

4. Please provide a still photo showing a close-up of subject's face.

5, Please contact Compliance Specialist (416) 344- each day following surveillance or at any lime when
sharing of information would enhance this assignment. Please advise of any periods of extended inactivity where
direction may be required. Should you be unable to reach , please contact al (416)
344- . .

6. Please forward 4 coples of the video and 2 copies of the completed report to \
Compliance Specialist, Investigative Services Branch, 200 Front St. West, 20th Floor, Toronto ON., M5V 3J1,

Date Response Requested By

Reply From Company

Surveillance Start Surveillance End
Overall Duration (# of days) 6 days

# of Surveillance Hours Rate per Hour
Mileage { # of kms) Mileage Rate (per km)
Admin Costs Disbursements

Total Cost




Report Card Score: 30 - Excellent

Open Report Card|

Comments

Findings : Wrongdoing Confirmed

Manager Approval

SIB Manager Approval Approved
Date Approved 12/06/2011
Approved By Carrie Millman

‘Assistant Director Approval

SIB Assistant Director Approval Approved

Date Approved 12/06/2011

Approved By Bob Thomas
Director Approvai ' o

SIB Director Approval  Approved
Date Approved 12/06/2011
Approved By Bob Thomas



Report Card

Surveillance Company:

Key 25
1. Communication Vary Satisfled
2, Authentication Lotter Very Satisfied
3. Were opportunities exhausted? Very Satisfled
4, |s video useful and/or admlasible? . Vory Satlsﬂ_ed
5, Are statements objectlva? : Vaﬁ Satisflad
8. Was evidencs useful and/or Very Satisfled
admissible?
7. Report - sufficlently detalled? Very Satisfied
8. Information - as requested? ’ ' Very Satisfled
9. Timely completion? . ' Very Satlafied
10. Involca - proper? | Veary Satisfiad
Total Score / Rating: 30  Excellant
Comments allagation confirmed

S18 File Number: .



mgB }.—V‘.:rkpt.lc‘unt-‘-.\fugy & 200 Front St. W, 200, rue Front Quest
.4 nEuTance Hoar Toronto, Ontario Toronto ON

Commission de la sécurité
csm professionnetle ot de Passurance M5V 31 M5V 31
contpe tes accidents du travail

416-344-
Toli Free 1-800-387-0750,
Fax 1-416-344-4166

August 23, 2013

SIB Case #
Subject

A surveillance assignment for your firm is availabie upon signature and return of this letter. Please review
the following:

The féllowing protocol applies to your firm during the assignment;

Authenticity:
1. Workplace Safety and Insurance Board (WSIB) Policy requires that all video submissions be
authenticated. A covering letter signed by the investigator should accompany the video evidence
outlining:
- when (date and time) and where the recording was made
- what type of equipment was used .
- confirmation that the video recording was not altered in any way and is a true representation of its
subject

Legal:

2. Compliance with the law (e.g., FIPPA; Pl & SGA, R.S.0. 1990, C. P.25, as

amended, WSIA, formerly WCA), which precludes the interception of verbal communication

3. Ali privale investigators’ licences must be current and in good standing.

4. WSIB accounts, if applicable, must be current and in good standing. Clearance certificates to be
provided to WSIB's Regulatory Service on request.

Confidentiality & Conflict of Interest:

5. Compliance with confidentiality and confiict of interest provisions according to your contract and the
confidentiality and conflict of interest agreements with the WSIB.

8. Immediate disclosure to Regulatory Services of any potential or actual conflict of interest per section
9.2 of Contract - immediate telephone contact with Regulatory Services.

Documentation:




7. Corrections or revisions in documentation must be agreed to by both parties and will be made in writing
by both parties, in a timely manner.

8. You will obtain assignment clarifications prior to conducting surveillance and day by day through
contact with Regulatory Services Compliance Specialist.

9. Documentation relating to assignments (DVD, photographs, etc.) is to be provided to Requlatory
Services by registered mail or courier (protocol exempted). Receipts must be kept. All video/photographs
are to be unedited and dated.

10. Alt documentation is to be retained according to the laws of Canada, for 7 years or for whatever time
required to ensure that any proceeding requiring the information has taken place, whichever is longer.

Changes:
11. Any changes to the contract, agreements, assignments must be agreed lo in advance by Reguiatory |
Services and in writing. |

Acceptance & Agreement:

12. Your signature on this letter and its return, by fax, confirms acceplance of the assignment and
agreement to comply with the provisions of this protocol, the contract with the WSIB and the
confidentiality/conflict of interest agreement.

Expectations of all Assignments:

13. Clear photos and visual surveillance which confirms the identity of the subject, vehictes and their
license plates, and other persons, businesses, etc., observed during the surveillance.

14. Comments in reports to be supported by evidenceffacts (no subjective or opinion evidence).

15. Use of every opportunity to determine activities & obtain useful/admissible evidence for criminal
prosecution and/or administrative action.

16. Daily contact with Regulatory Services.

17. Two duplicate written reports & Four videos.

Fee Schedule
18. The fee structure for your firm is based on your tender submission as outlined betow. A detailed
invoice, including aclual surveillance times and specific disbursements, is to be submitted upon

compietion of this assignment.
1 Hourly rate during surveillance for one investigator ........ D -
‘2 Hourly rate during surveillance for each additional investigator ........ &5
3 Hourly rate during travel time .......
4 Mileage rate (per kilometre) ....... RN
5 Administrative hourly rate (e.g. To Include but not limited to report preparation,
office expenses, pre-surveillance background/planning etc) ......!
6 DVD's..... $5.00 per assignment
7 Stationary Camera services ........ Waper week
8 Photography (per photo costs) ....... - _
9 Duplication/photocopy charges (per page) .......!
10 Cell phone charges (per minute)
11 Search fees (e.g. MOT, Corporate searches, Land Registry - per search) ....... ‘

12 Accommodations ( per day ) ....... e

Case Detail:
BACKGROUND:
Name
Dale of Birth
Date of Accident




Area of injury
Accepted diagnosis
Pre-accident job
Employer name

PERMANENT OR CURRENT RESTRICTIONS:

ALLEGATION:

PHYSICAL DESCRIPTION OF SUBJECT:

Height Weight

Skin colour Hair colour and style

Sex Any other identifiable
features

Vehicle Description:
*

Addresses Frequented:
®

Speclal Instructions:

1. Should it be determined that NAME is performing activities exceeding the restrictions noted above or
activities that contradict what he claims he can or cannot do, video footage shouid be conducted on at
least 2 conseculive days and should include all physical activities.

2. Should it also be determined that NAME is working, surveillance should also confirm who the employer
isfare, alt work locations, days/hours of work, and ali physical activities involved.

3. Please ensure that all activities are recorded on video. The video must be unedited with date and
time indication. .

4. Please provide a still photo showing a close-up of subject’s face.

5. Please contact NAME Compliance Specialist (416) 344- each day following surveillance or at any time
when sharing of information would enhance this assignment. Please advise of any periods of extended
inaclivity where direction may be required. Should you be unable to reach NAME, please contact NAME
at (416) 344-,

6. Please forward 4 copies of the video and 2 copies of the completed report to NAME,

Compliance Specialist, Investigalive Services Branch, 200 Front St. West, 20th Floor, Toronto ON., M5V
341,

Please provide Documents, Photographs, Video.

This assignment must be completed by: 10/11/2013

Please contact me directly, should there be any questions.



Sincerely,

NAME, Compliance Specialist
Regulatory Services Division

PIF's Acceptance:

Name

Position

Firm

Date {(dd/mm/yyyy)



WsiB

Workplace Safety &
Insurance Board

CSP2AT

To:
From:
Date:
Subject:

Commission de fa \.écunté

contre les accidents du travail

PI’U{(.“.MUI\I\L“L ot de Passurance

Memorandum

December 4, 2013

Surveillance Trackmg Form

Claim No:

Name:

‘Date Received in RSD:

Period(s) of Surveillance:

Exhibits

RSD File | File Room

Disclosure

Rec Control
DVD Sent

Pi Report
Scanned

Others

DVD 1

DVD 2

DVD 3

Master

Pl Report
Copy 1

Pl Report
Copy 2

Letter of
Authenticity
Copy 1

Letter of
Authenticity
Copy 2

Invoice

Comments:

Name
Title




mgB Workplace Safety &
in Buoard
. stranve Ly (N Memofandum
Conmunission Jde la securite
prafessionnetie et de Fassurance
vontre fes accidents du travait

To:
From:
Date: December 4, 2013
Subject: INTERNAL RS - WARNING MEMO
Claim No: SEREERE SIB#: RN

Name: G

INTERNAL RS - WARNING
MEMO

ENTITLEMENT: |

ISSUE REFERRENCE
DOCUMENTS

Psych Issues
identified

Risk of Personal
Harm

Threats of
Personal Harm
WSIB Security
Warnings

Name
Title




Reference Materials
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Surveillance
Compliance
Application Data This policy applites to all decisions made teo use
survellfance on or after September 1, 1997, for
all accidents.
Published 12-0ct-2004
Subject Caompllance
Titfe Survelllance
Docuinent No. 22-01-09

J Policy | Guidehnes | References |

Policy

The WSIB has a duty to hear, examine, and decide Issues under the Workplace Safety and
Insurance Act or the Workers’ Compensation Act {the Act), and may use survelilance 1o
gather evidence for this purpose,

A director In Regulatory Services must apprave the use of survelllance in every case.

Guidelines

Survelllance Involves discreetly observing one or more subjects. It may also involve the use
of audictape, video, film, andfor photographs. For Information about which WSIB staff may
view or listen to surveiltance recordings, see 11-01-08, Audio/Visual Recordings,

If a surveillance recording Is made, that recording is transcribed and the transcript 1s added
to the claim or employer file,

When there is an Issue In dispute, the parties have full access to the survelllance recording
and/or the transcript. However, If an inquiry by the cperating area, or the Regulatory
Services/ Legal Services Investigation is underway, access will not be granted until the
inquiry or investigation Is completed, {(See 21-02-01, Acepss to Clm Fila Infonmsbiun -
Lonier iy Dispetate )

Application date
This pelicy applies to all decisions made to use survelllance on or after September 1, 1997,
for all accidents,

Document history
This document replaces 11-02-06 dated Apnl 6, 2001.

Bars totop

Refearences

Legislative authority
orkplace Safelty and Insurance Act, 1997, as amended
Sectron 13t

Waorkers' Compensation Act, R.5.0. 1990, as amended
Section 72

http:/www.awvsib.on.ca/en/community/ WSIB/OPMDetait?vgnextoid=3al dc0d9ea3d 7210, 10/29/2013




{22-01-09) Surveillance : Page 2 of 2

Minute

Board of Directors
#5, May 8, 1997, Page 5972

Administrative
#6, lune 18, 2004, Page 372

Bark 1o tap

hitp://www . wsib.on.ca/en/community/ WSIB/OPMDetail ?vgnextoid=5a L dc0d9cal3d7210...  10/29/2013
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T A

Audio/Visual Recordings

Dacision Making

Application Date This policy applies to ail decisions made on or
after January 1, 1999, for all accidents.

Published 12-0ct-2004

Subject Adjudication Principles
Title AudiofVisual Recordings
Document No, 11-01-08

| Palicy | Guidglines | Referances |

Policy
The WSIB accepts audlofvisuat recordings as evidence, If they

+ provide new or more complete information than is already In the clalm file

« are relevant and pertain to the WSIB's duty to hear, examina, and decide issues under
the Workplace Safety and Insurance Act, and

s are authenticated,

Back to top

Guidelines

Definition

Audlo/visual recordings - audlo/visual recordings include audiotapes, videos, fllms, and
photographs. For Informatlon about other types of evidence used In the appeals process,
see the "Appeal System - Princlples and Procedures ™ document on the WSIB website

(www.wilb,on.cal.

. When recordings are used
On occaslon, the WSIB is provided with audio/visual recordings by someone who has an

interesk in the claim.
The WSIB uses these recordings as evidence if

+ there is an issue In dispute

+ the decision maker is presented with infarmation to support the investigation of an Issue

+ staff in Requlatory Services or Legal Services are investigating an issue ar considering
legal action {see 22 0105, Of o s ied Pomalte - - Genaal ), and/or

« 1t is necessary to assess a worker's ergonomic needs,

Authenticity

Audio/visual recordings
The WSIB only accepts recordings that are accompanied by a signed statement from the

author

+ setting out when (date and time) and where the recording was made, and
« confirming that the recording was not altered, and is a true representatian of 1ts subject.

if evidence i1s received that doas nat meet these guidelines, the VWSIB returns the evidence
to the sender and asks that it be authenticated and re-submitted.

hittp:/fwavw.awsib,on.ca/en/community/ WSIEB/230/0PMDetail /2434 7 vgnextoid=d 723 feea... | 0/29/2013




_(11-01-08) Audio/Visual Recordings

The WSIB may ask the author to attend a hearing to establish the recording’s authenticity
through cross-questioning.

Weighing the evidence
WSIB staff must exercise caution when determining the weight to give Information revealed
in recordings, recognizing that

« audiofvisual recordings make a dramatic Impact on the viewer, and
+ in general, recordings may be selective, i.e., informatlon relevant to the issue in dispute,
such as when a worker rests or experiences pain, may not be recorded.’

Evidence from audio/visual recordings [s considered In conjunction with all other evidence.

Declston-makers may request a health examination if the portrayal of a worker's physical
capabilities is inconsistent with health care reports In the clalm fHe,

Review of evidence by workplace party

The workptace party who Is the subject of the Information, or the representative, is glven
the opportunity to review the informatlon and provide an explanation.

Disclosure of evidence at a hearing

Parties submitting recordings for a hearing must make these materials avallable as early as
possible before the hearing, since all parties must be glven time to revliew this evidence,

1If recordings are flrst submitted at a hearing, the decislon-maker may

+ cali a short recess to review the evidence, and give the other party an opportunity to

review it, or

adjourn the hearing to glve the other party time to review the evidence and prepare a
submission, or ’

If both partles agree, cantinue with the hearlng and permit the other party to make a

post-hearing submission on the new evidence,

-

Application date
This pollcy applies to all decisions made on or after January 1, 1999, for all accldents.

Document history
This document replaces 11-01-08 dated June 15, 1999,

Previously, this document was published as:
09-01-09 dated January 4, 1999,

Bark 19 top

References

Legislative authority
Workplace Safety and fnsurance Act, 1997, as amended

Section 132(1}
Waorkers' Compensation Act, R 5.0. 1990, as amended

Section 724(b)

Minute
Administrative

#7, June 24, 2004, Page 378

Boa s,

http://www.wsib.on.ca/en/community/ WSIB/230/0PMDetail/ 24347 venextoid=d 72 3 feea. ..

Page 2 of 2

10/29/2013
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{ [Video Surveillance - A Tool for Operations |

e This document discusses how video surveillarice can te a powerful decision-making loot for Adjudicators. 1t lists the benefits and how to
request, review and use audio and visual recordings.
RSO, compliance; case managamant; surveillance: regulatory services; compliance
Q403042013 131216 AM Caartat Jula Rodricks

Carve Mitmaa Give us your feedbachk

Video Surveillance: A Tool for Operations

Video surveillance is a poweriul decision-making toof that has been available for use since 1999, Prior
to viewing any video surveillance, the decision-maker must ensure that the videotape s authenlicated.

Audio/Visual Recordings - Pollcy Document No. 11-01-08
According to Policy # 11-01-08, the WSIB only accepts recordings that:
s Are accompanied by a signed statement from the author

¢ idenlify when {date/time) and where the recording was made, and
¢ Confirm the recording was not aitered and is a true representation of its subjecl,

If evidence is received (hat does not meet the above reqirements, the WSIB relurns the evidence lo
the sender and asks thal it be authenticated and re-submilted.

What s Surveillance?

Surveillance Is:

s Aninvestigative tool used by RSD to gather information aboul an allegation of possibie non-
compliance.,

¢ A service we offer to Operations,

+ A means to collect objeclive evidence to support or refute allegations.

« A lool to support adminisirative decisions,

Benefits of Surveitllance

Surveiilance:
» Provides point in fime evidence of current activity and levet of disability.

» Enables investigation of allegations of current wrong-doing - a window of opportunity
determined by a Compliance Specialist's review of the file,

http://incontent.wsib.on.ca/85236FFR00TAOEAC/DBBAS 7 2 AAE T AGARSISAACEAR T 1hmarmnd
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Surveillance Request - things to consider

Prior to making a "Requast for Surveillance", you need to:
1. Consider the liming, duration and details of your request. For example;

o Are there lime constraints? (e.g. seasonal work)

+ Should the surveillance be conducted on a specific day or time?

» Where does the subject reside?

What are the subject’s expected aclivities? (e.g. medical appointments, LMR, etc..)

2. Provide a detailed descriplion of the subject including:

s Height

¢+ Weight

» Hair colour

tanguage spoken and
Any physical identifiers.

The more information you provide, the better. However, use caution when contacting an external party
or it may compromise the surveillance. RSD will consult with you regarding any missing information.

Other items:

1. Surveillance must impact claim file decisions and benefits.

2. Gompliance Specialists will contact Operations to provide status on surveillance requests.
3. Contact your designated Compliance Speclallst if you want lo request surveillance.

Video Surveillance - facilitated by RSD vs, Other

1. Where RSD has facilitated the video surveillance through their roster of Private Investigator Firms
(PIFs), RSD will:

¢ View all videotapes
¢ Monitor the quality and
» Ensure that they are aulhenticated before providing the tapes to decision-makers.

2. [l thé video originates outside RSD and wrongdoing or an offence is evident after reviewing video
evidence, the decision-maker should:

* Contact the assigned Compliance Specialist and

» Refer the claim file to RSD for possible investigation and prosecution,

Reviewing Video Surveillance — Helpful Tips
1. Is the person on the video the worker?
+ If unsure, the decision-maker should call the worker and arrange a time to view the tape
together

*» Video surveiliance is “here and now" evidence, although it can lead 1o documentary evidence
confirming past material change or wrongdoing.

hitp:/Ancontent.wsib.on.ca/83256F FRO0TAOEAC/DBBAS73C2AAE T AOASS2S6ACEQ0L..  10/29/2013




. Regulatory Services

2. Decision-makers should review the videotape against the evidence on file, specifically permanent or
current precaulions, lo determine:

+ Does the video demonstrate functioning at a level inconsistent with medical precautions?

¢ Does the level of functioning demonstraled in lhe video, conlradic! tevel of benefits being paid?

o Ifthe worker receives a permanent impairment award, does the video support the need for a
reassessment of the impairment?

3. If you answered "yes" to any of the questions in #2 above, you may want to consider laking one or
more of the following actions:

+ Provide the worker with a copy of the tape and ask him/her to explain andfor provide
submissltons.

s Refer the worker to a medical consullant for an opinion on the worker's leve! of functioning and
the possibllity of a medical reassessment,

¢ Suspend or close worker's benefils, if the video confirms the worker is working at his/her pre-
Injury level or if the evidence suggests that the worker is not sustaining a foss of earnings.

* Create a benefit debt if the video evidence leads to documentation that confirms the worker has
been funclioning at the pre-accident level or without a loss of wages for a past period.

Video Surveiliance — Use & Storage

Whether facliitated through RSD or submitted by another party, video surveillance should be used with
cattion.

If viewad by the decision-maker:

s The video becomes part of the ciaim file regardless of whelher the video proves or disproves
the allegation.

¢ The jacket should be flagged

¢ A copy of the videotape should be stored by Records Managament

» A copy of the videotape should be provided to the worker if ACCESS is requested.

LT}

Video Suivefiance A Tool ;c_nE_Bperations Sept 3 2012.docx (38K, Word)

http//Incontent.wsib.on.ca/83256FF800TAOEAC/DBBAS73C2AAETAOASS256ACEQ04...

Page 3 of 3

10/29/2013
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OPC Guidance Documents

Guidance on Covert Video Surveillance in the Private
Sector

Introduction and scope

The Office of the Privacy Commissloner considers covert video surveiilance to be an extremely
privacy-invasive form of technology. The very nature of the medium entails the coliection of a
great deal of personal information that may be extraneous, or may lead to judgments about the
subject that have nothing to do with the purpose for coilecting the information in the first place,
In the Office's view, covert video surveilfance must be considered only in the most limited cases.

This guldance is based on the federal private sector privacy law The Persona/ Information
Protection and Electronic Documents Act (PIPEDA), and is intended to outline the privacy
obligations and responsibilities of private sector organizatlons contemplating and engaging in
covert video survelllance. We conslder video survelllance to be covert when the Individual Js not

made aware of being watched.

This document serves as a companion plece to the following guldeiines for video survelilance
issued by this office: Guidelines for Overt Video Survelllance in the Private Sector {prepared In
collaboratlon with Alberta and British Columbla) and Guidetlines for surveillance of public places

by police and law enforcement authoritles,

Please note that the followlng Is guldance only. We consider each complaint brought before us on
a case-by-case basls,

PIPEDA requirements governing covert video
survell[ance

PIPEDA governs the collection, use and disclosure of personal Information In the course of a
commercial actlvity and in the employment context of federally regulated employers', The
capturing of images of Identifiable individuals through covert video surveillance Is consldered to
be a coliection of personal information, Organlzations that are contemplating the use of covert
video surveillance should be aware of the criteria they must satisfy in order to collect, use and
disclose video survelilance images In compliance with PIPEDA. These criteria are outlined below

‘and address the purpose of the covert video surveillance, consent fssues, and the iimits placed

on collecting personal Information through covert videa survelilance.

A common misconception Is that organizations are released from their privacy obligations if
covert video surveillance is conducted In a pubiic place. In fact, under PIPEDA, any collection of
personal information taking place In the course of a commercial activity or by an employer
subject to PIPEDA, regardless of the location, must conform to the requirements described

below,

A. Purpose

The starting point for an organization that is contemplating putting an individual under
surveillance without their knowledge is to establish what purpose it aims to achieve, What is the
reason for collacting the individual's personal information through covert video surveillance?
Under PIPEDA, an organization may collect, use or disclose personal information only for
purposes that a reasonable person would consider appropriate in the circumstances {subsection

5{3}}).




In deciding whether to use covert video surveillance as a means of collecting personal
information, an organization should closely examine the particular circumstances of why, when
and where it would collect personal information and what personal information would be
collected, There are a number of considerations that factor into determining whether an
organization Is justified in undertaking covert video survelllance. Glven the different contexts in
which covert video surveillance may be used, the ways in which the factors apply and are
analyzed vary depending on the circumstances.

Demonstrable, evidentiary need

In order for the organization’s purpose to be considered appropriate under PIPEDA, there must
be a demonstrable, evidentiary need for the collection. In other words, it would not be enough
for the organization to be acting on a mere suspiclon, The organization must have a strong baslis
to support the use of covert video survelllance as a means of collecting personal information.

Information cotlected by surveiilance achieves the purpose

Y

The personal Information belng collected by the organlization must be clearly related to a
legltimate business purpose and objectlve. There should also be a strong likellhood that
collecting the personal Information will help the organizatlon achieve its stated objectlve, The
organizatlon should evaluate the degree to which the personal information belng collected
through covert video survelllance wlll be effective in achleving the stated purpose.

Loss of privaév proportional to benefit gained

Another factor to be considered |s the balance between the Iridividual’s right to privacy and the O
organization’s need to collect, use and disclose personal Information. An organization should ask

itself If the loss of privacy Is proportional to the benefit gained. It may decide that covert video

survelllance Is the most appropriate method of collecting personal information because it offers

the most benefits to the organizatlon. However, these advantages must be welghed against any

resulting encroachment on an individual’s right to privacy In order for a reasonable person to

conslder the use of covert surveillance to be appropriate In the clreurmstances.

Less privacy-invasive measures taken first

Finally, any organlization contemplating the use of covert video surveillance should consider other
means of collecting the personal Information glven the inherent Intrusiveness of covert video
survelliance, The organization needs to examine whether a reasonable person would consider
covert video survelllance to be the most appropriate methad of collecting personal Information
under the circumstances, when compared to less privacy-invaslve methods,

B. Consent

As a general rule, PIPEDA requires the individual’s consent to the collection, use and disclosure
of personai information (Principle 4.3), It is possible for covert video survelllance to take place
with consent. For example, an individual can be considered to have implicitly consented to the
collection of their personal information through video survelllance if that Individual has Initlated
formal legal action against the organization and the organization is collecting the Information for
the purpose of defending itself against the tegal action. It is Important to note that implied
consent does not authorize unlimited collection of an individual's personal information but limits

coliection to what Is relevant to the merits of the case and the conduct of the defence. (’-“
)
S~

In most cases, however, covert video surveillance takes place without consent. PIPEDA

recognizes that there are limited and specific situations where consent is not required (paragraph
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7{1)(b)). In order to collect information through video surveillance without the consent of the
individual, organizations must be reasonably satisfied that:

¢+ collection with the knowledge and consent of the individual would
compromise the avallability or accuracy of the information; and -

» the collection is reasonable for purposes related to investigating a -
breach of an agreement or a contravention of the laws of Canada
or a province.

The exceptldn to the requirement for knowledge and consent could, in certain circumstances,
provide for the collectton of a third party’s personal information,

In the employment context, an organizatlon should have evidence that the relationshlp of trust
has been broken before conducting covert video surveiliance. Organizations cannot simply reiy
on mere susplclon but must In fact have evidentlary justification.

Regardless of whether or not consent Is obtained, organizations must have a reasonable purpose
for collecting the information,

C. Limiting colection

When collecting personal information, organizations must take care to limit both the type and
amount of Information to that which is necessary to fulfill the identified purposes (Princlple 4.4),
Organlzatlons should be very specific about what kind of personal information they are looking to
collect and they should limit the duratlon and scope of the survelllance to what would be
reasonable to meet thelr purpose. Moreover, the collection must be conducted In a fair and

lawful manner.

As well, organizations must Nmit the collectlon of Images of parties who are not the subject of an
investigation, There may be situatlons In which the collection of personal information of a third. ‘
party? via covert video survelliance could be considered acceptable provided the organlzation has
reason to belleve that the collection of Information about the third party Is relevant to the
purpose for the collection of Information about the subject, However, In determining what is
reasonable, the organization must distinguish between persons who It believes are relevant to
the purposes of the survelllance of the subject and persons who are merely found In the
company of the subject. In our vlew, PIPEDA does not allow for the collection of the personal
Information of the latter group without their knowledge or consent,

Organilzatlons can avoid capturing individuals who are not linked to the purpose of the
investigation by being more selective during video survelllance. If such personal information Iis
captured, it should be deleted or depersonalized as soon as is practicable, This refers not only to
images of the individuals themselves, but also to any information that could serve to identify
them, such as street numbers and ticence plates, We advocate the use of blurring technology
when required. Though we acknowledge Its cost to organizations, we view the expenditure as
necessary given that, pursuant to PIPEDA, the personal information of any indlvidua! can only be
collected, used and disclosed without consent in very imited and specific situations.

The need to document

Proper documentation by organizations Is essential to ensuring that privacy obligations are
respected and to protect the organization in the event of a privacy complaint. Organizations
should have in place a general policy that guides them in the decision-making process and in
carrying out covert video surveillance in the most privacy-sensitive way possible. There should




also be a documented record of every decision to undertake video surveillance as well as a

C

record of its progress and outcome,

Policy on covert video surveillance

Organizations using covert video surveillance should implement a policy that:

sets out a retention period for the surveillance; and

sets out privacy-spei:if!c criteria that must be met before covert
video survelitance Is undertaken;

requires that the decislon be documented, Including ratlonale and
purpose;

requires that authorization for undertaking video surveillance be
glven at an appropriate level of the organization;

iimits the collectlon of personal Information to that which Is
necessary to achieve the stated purpose;

limits the use of the survelllance to Its stated purpose;
requires that the survelllance be stored In a secure manner;

deslgnates the persons [n the organlzation authorlzed_'to view the
survelllance; "

sets out procedures for dealing with third party information; 6
2 }

sets out procedures for the secure disposal of images.

Documenting speclfic instances of video surveillance

There should be a detalied account of how the requirements of the organlization’s pollcy on video
survelllance have been satisfled, including:

a description of alternatlve measures undertaken and their result;

a description of the kind of Information collected through the
surveillance;

the duration of surveillance;

names of individuals who viewed the survelllance;
what the surveiliance was used for;

when and how images were disposed of; and '

a service agreemant with any third party hired to conduct the
surveillance, if applicable.

Best practices for using private investigation firms

Many organizations hire private investigation firms to conduct covert video surveillance on their (\ K
behalf. It is the respansibility of both the hiring organization and the private investigation firm to
ensure that all collection, use and disclosure of personal informatlon is done in accordance with




incorporates the following:

' For information on whether
Business and Organizations*

privacy legisiation. We strongly encourage the parties to enter into a service agreement that

confirmation that the private investigation firm constitutes an
“investigative body” as described in PIPEDA “Regulations
Specifying Investigative Bodies";

an acknowledgement by the hiring organization that it has
authority under PIPEDA to collect from and disclose to the private
Investigation firm the personat Information of the individual under
investigation: -

a clear description of the purpose of the surveitlance and the type
of personal information the hiring organization is requesting;

the requirement that the collection of personal information be
limited to the purpose of the surveillance;

the requirement that the coilection of third party information be
avoided unless the collection of Information about the third party
Is relevant to the purpose for collecting Information about the
subject;

a statement that any unnecessary personal information of thlrd
partles collected during the survelllance should not be used or
disclosed and that It should be deleted or depersonallzed as soon

as Is practicable;

confirmation by the private investlgation firm that it will collect
personal Informatlon in a manner conslstent with all appllcable
leglslation, Including PIPEDA;

confirmation that the private Investigation firm provides adequate
training to its investigators on the obligation to protect Individuals’
privacy rights and the appropriate use of the technlcal equipment

used in surveillance;

the requirement that the personal Information collected through
survelllance Is appropriately safeguarded by both the hiring
organization and the private investlgation firm;

the requirement that all instructions from the hiring company be
documented;

a provislon prohibiting the use of a subcontractor unless
previously agreed to in writing, and unless the subcontractor
agrees to all service agreement requirements;

a designated retention period and secure destruction Instructions
for the personal Information;

a provision allowing the hiring company to conduct an audit,

your organization is subject to PIPEDA, please see “A Guide for
oniine at http://www.pnv.gc.ca/tnformatron/guade_e.cfm

(«: . ¢ By “third party”, we mean the person who is not the subject of survelitance.
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HUMAN RESQURCES
LAW AND ADYOCACY

N OW

JULY 29, 2009
BY: SCOTY T. WILLIAMS

COVERT SURVEILLANCE GUIDELINES
FOR FEDERALLY REGULATED
EMPLOYERS

On May 27, 2009 the Office of the Privacy Commissioner of Canada Issued
an OPC Guideline Document; “Guidance on Covert Video Survefllance in
the Private Sector”, The Guidetine Document outlines the Commissioner's
recommendations 1o private seclor organizations engaging In covert
surveillance In the course of commercial activity, as well as to fedarally
regulated employsrs engaging in covert survelllance with respect to their
employses. These actlvitles are governed by the Personal information
Protection and Elactronic Documents Act (*PIPEDA’), which the
Commissioner Is responsible for enforcing.

The Commissioner applies a fairly stringent test In order to Justify the
undertaking of cavert survelllance, and idenlifies four factors to be
considered when determining whether It s appropriate:

*  Firsl, the organization must have a strong basls to support the use of
covert videa survelllance, and not a mere susplcion.

* Second, the surveillance must be clearly related to a legitimate business
purpose, and there should be a strong iikellhood that the surveillance will
help achieva the purposs.

* Third, an organization should first weigh whether the loss of privacy is
proportional to the benellt gained.

¢ Fourth, an organization should also first consider whether other less
“privacy” invasive means of collecting the personal information would be
more appropriale prior to engaging in covert surveillance.

The Guideline Document notes that consent is normally required when
engaging in covert surveiliance. According to the Commissioner, consent
may be implied in centain casas, such as when an individual has initiated
legai action and such surveillance is necessary to defend the action. The




Guideline Document further notes that, in many cases, cover surveillance
will be conducted without consent and that, in such cases, the organization
must justity the surveillance under one or mare of the statutory exceplions to
PIPEDA's consant requirement.

The Guidsline Document also provides recommendalions on documenting
covert surveillance and developing a coven surveillance policy, and alse
provides recommended steps when angaging private invesligation
companies lo engage in covert surveillance.

Federally regulated employers, such as banks and inter-provinclai
transportation companies, as well as provincial companies which engage in
cover surveillance In relation to their commercial activilies are advised lo
review the Gulidetine Document, which can be found on the Commi_ssioner's

websile at:
htlp:ifwww.prlv.gc.ca!informa!lnn/pub/gd_cvs_zooso527,_e.cfm

While the guidelines are not leéally binding, they provide some Insight into
how {he Commissioner may adjudicate in cases Involving covert surveillance.

For more Information, please fesl fres to contact any member of the firm’s .
Information and Privacy Group.
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APPENDI{X J
RECOMMENDATIONS AND OPINIONS OF THE ATTORNEY GENERAL'S
ADVISORY COMMITTEE ON CHARGE SCREENING, DISCLOSURE,

AND RESOLUTION DISCUSSIONS

CHARGE SCREENING

The Threshold Test for Commencing or Continuing a Prosecution

L. The Commitie2 recommends that for the surpwses of a :hreshold test regarding the
serazning of charges by the prosecutor. the test of 1 "reasonabie Jrospect of conviction” be’

adopted for ail offences.

2, The review (o Jdezermine whether the threshoid test has He2n met should include an

assessment of :he probative vaiue of the evidencs. including some assessment of the
credidiiity of witnesses,

J. The review to determine whether :he :hreshold fest has 2esn mer shouid include
consideration of :he admissipiiity of 2vidence, Thae :hreshold :est will not be met wnere
svidenca necassary 10 the prusecution is ciearly or soviousiy inadmissibie.

4. The review 10 determine wneter the thrasnoid sest 3as De2n met siould nciude a
sonsideration of anv defences, for sxampie aiibi. thut shouid reasonabiy be xnown, or that
nave come :0 the attention of e Crown,

-
-

LR The same :Dreshoid :esi applies for commenciny, continuing, or disconinuing 4
prosecution,

The Threshold Test and the Public Interest

6. The Committee ;2commends that public interast factors siould only be considered
after the thresaoid :esi nas Se2n men and then sdould daiv 2e used 0 refrain rom
commencing. or 0 discontinue 2 prosecution.
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Various Public 1nterest Factors that May be Relevant

7. The Commitiee recommends that. in determining whether a prosecution is in the
oublic interest. the agent of the Attorney General should consider the charge or charges that
hest retlect the gravity of the incident. '

8. The Committee recommends that, in determininy whether 3 prosecution is in the
oubiic interest. the agent of the Auorney General shouid not consider any political
consequences for the government flowing from the prosecution.

.

9. The Committes cecommends that. in determining whether 2 prosecution is in the
pupiic interest. the agent If the Atorney General should consider the circumstances and
aptitude of the vicim. The attirude of the victim s not. however, Jecisive.

0.  Thae Commiuee cecommends that. in determining whetner & prosecution is in the
oubiic nterest. the agent of the Aitorney General should consider the entitlement of the

vicum -0 compensation. -epuration. of -estitution if a conviction i3 obtained.

11, The Committes -ecommends ihat. in Jetermining whether 2 arosecution is in the
pubiic interest. ine agent )i the Attorney Generui shouid not consider the status in life of

aither ine accused or the wietim,

2, The Committes cecommends that. in Qetermining whether 2 orosecution is in the
oupiic interest. :he agent of the Atorney General shouid consider the need to maintin
upiic confidence :n <he saminisiration of jusiice. and the etfece of the incident of
grosecution on oublic nrder.

13, The Commines -scommends that :he agent of ifie Attorney, General should ake into

. cepunt adtional secunty 1nd intesnational refations in determining whether 2 prosecution

is in the pubiic interest.

4. The Commitiez -scommends that. in determining whether 2 prosecution is in the
sublic interesi. the agem of e Aitoraey Generai shouid consider :he availabflity and
eﬁﬁcacy.'rqt;@i;emmwcuﬁbn.
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15, Tae Committe: ecognize: that the factors specificaily discussed above are not an
sxhaustive 2aumeration of the considerations that may e relevant 0 an assessment of the
sublic interest in a prosecution.

The Threshold Test and Policies, Directives and Guidelines in General

6. Thae Committes recommends that uidelines r2garding the :hreshoid test and what
‘actors are ‘ncluded in he term “public interest’ sioula de pubiished by the Attorney
General,

7. The Committes recommends that directives rom the Actorney General (0 his or her
4gents shouid Je few and Iar hetwesn,

18.  The Auorney General shouid :nstrucs 3is or 3¢z 1gents hrough :he use of guidelines.
wiich formaiily permut the 2xercise of Jiscretion in :hair application.

19. Such uidelines and :he rare JerC’.WCb whlch nay issue siouid not De taken into
account bv agents of e Auoraey Generai antii :hev are oubiisned or otherwise made
Xnown 10 :5¢ pubiic,

Charge Screening in Ontario

30,  The Committes recommends :hat there 2xisi :n 1Dataro 1 svsiem of charge scresniny
by agents of :he Antorney General.

31, Thae Committes recommends that chere 2xisi .4 Ontario 4 system of post-cnarge
joreening v dgents of ine Aworne: Generw.

23, The Commiues recognizes :ne ilong siading craciton in Ontrio of puiice.
consuitation with the Crown in mutters of difficuicy at the pre.charge stage of the
investugation. Tae Committes 2ncouragas <his :radition { co-yverative consultation to
continue whers, in zhe ‘udgment of senior police officars, ronsuitation is wurranted, Whers
varranted. uen consuitation aeed a0t e limited 0 mutiers of 2videncs. dut shouid diso
Jertain 10 e Jarious Juplic interest ‘aciors that muv wfect :he ourse of the prosecution
JIpart aitogeiner from :ne 2vidence.
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15, The Committee recognizes that the factors specifically discussed above are aot an.

2xhaustive enumeration of the considerations that may be relevant to an assessment of the
oupiic interest in a prosecution.

The Threshold Test and Policies, Directives and Guidelines in General

16.  The Commirttee recommends that yuidelines regarding the threshoid est and what
factors are included in the ierm “public interesi” should be published v the Attorney
General,

17, The Committee recommends that directives ‘rom the Acorney Generai o his or her
agents siould be tew and far betwesn,

13,  The Autorney General should instruct his or ner agents through he use of Juidelines,
which {ormally permit the exercise of discretion in their application.

19.  Such guidelines and the rare directives which may issue shouid not be taken into
‘account oy ageats of :ne Auorney General untl thev are published ur otherwise made
known o the pubiic.

Charge Screening in Ontario

20. The Committes recommends ihat there exist in Onrtario a svsiem of churgs sereening
by agents of the Aitorney Generai.

21, The Committes recommends that there exisi in Ontario a svsiem Jf pusi-charge
screaning hy agents ot :ne Aiurnev Geaerai,

22, Tae Committes cecognizes the long standing rradivon .n Omaro X Doiice
consultation with the Crown in-matters of difficuity at the ore.churgs stag2 of the
investigation. The Committer 3ncourages this tradition or co-operative consuitation 0
continue whers, in the fudgment of senior golice odficers, cunsuitation s warranted, Whers
sarranted, such consuitation 1ezd not Ye limited (0 muatters of avivenve, DUl :avuld aisu
serzain o the various pubiic interest tactors that may arfect :ne ¢ourse i the 2rasecution
apart aitogetner from the evidence.
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The Mechanics of Post-Charge Screening

23, The Committee recommends that the Attorney General's agents should be required
to conduct their Dost-charge review prior 0 setting a date for a preliminary hearing or trial.

24.  The Committes recommends :hat the investigators should provide to Crown counsel

{or the purposes of screeniny sharges. ail information necessary 1o ascertain if the threshold

test for conducting 4 prosecution fas e2n met. and all information aecessary to ussess the
impact of any relevant pubiic interest factors in the prosecution, This material will
necessarily inciude. -but wiil not e iimited 0. that which is required for disclosure.

38, The Committee recommends :hat the Atornev General require his or her agents to

be July diiigent ‘n making 2iforts :o vbtain ail information that relates o a case for
Jurposes of scre2ning and Jisclosure. :
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A. Introduction

The WSIB has a duty to hear, examine, and decide issues under the Workplace Safety &
Insurance Act, and may use surveillance to gather evidence for this purpose.
Surveillance is an investigative tool used by the Workplace Safety & Insurance Board
(“the WSIB”) to gather point ~in-time evidence regarding an allegation of potential non-
compliance, to support or refute the allegation.

Compliance Specialists in Regulatory Services review all requests for surveillance by Case
Managers which may result from concerns in reviewing a claim, or from allegations
received through our confidential Action Line (1-888-745-3237).

The WSIB requests surveillance to be conducted by approved private investigations
firms that we contract with and pay on a per- assignment basis. The surveillance
evidence that is requested is video only, with no audio. The video surveillance
conducted cannot exceed the subject’s reasonable expectation of privacy.

If surveillance video originates externally (eg arranged by an employer), the Compliance
Specialist in Regulatory Services will support Case Managers by viewing the video
product for quality, relevancy, and authentication. if considered reliable, surveillance
evidence is considered by a Case Manager along with other evidence in the claim when
making an entitlement decision.

B. Policy

There are several relevant policies to consider.

The acceptance and use of surveillance evidence is guided by WSIB Operational Policy
11-01-08, which is a policy covering the use of many types of audio/visual recordings
including audiotapes, videos, films, and photographs, The WSIB will accept audio/visual
recordings as evidence if, and only if, they

* Provide new or more complete information than is already in the claim file,

* Are relevant and pertain to the WSIB's duty to hear, examine, and decide issues
under the WS/A, and

* Are authenticated.
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A recording is authenticated when it is accompanied by a signed statement from the
author

e Setting out when {date and time) and where the recording was made, and
» Confirming that the recording was not altered, and is a true representation of its
subject.

The WSIB audio/visual recording policy refers to the WSIB being ﬁrovided with this
evidence by someone with an interest in the claim, and there are 4 occasions where the
WSIB may use the evidence:

¢ When there is an issue in dispute

o When it is necessary to assess a worker’s ergonomic needs,

e Whenit suppbrts the investigation of an issue, and/or

o When an issue is being investigated by Regulatory Services or tLegal Services.

The audio/visual policy also provides guidance on the caution that a W3IB decision-
maker must exercise in welghing the information revealed in a recording, and ensuring
that it is considered in conjunction with all other evidence. In particular, the evidence
may be selective- information relevant to an issue in dispute, such as when a waorker
rests or experiences pain, may not be recorded. In any event, the workplace party who
is the subject of the information, or their representative, is given the opportunity to
review the Information and provide an explanation.

There are also provisions in the policy for disclosure of this evidence at a hearing, to
ensure fairness.

While 11-01-08 covers the acceptance and use of recordings provided externally, the
WSIB also has an operational policy for when it seeks to obtain a surveillance recording.
The Operational Policy on surveillance,, 22-01-09, simply states that the WSIB has a duty
to hear, examine and decide issues under WSIA and may use surveillance to gather
evidence for this purpose.
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In every case, however, a director in Regulatory Services must approve the use of
surveillance, and if a surveillance recording is made, the recording must be transcribed
and added to the claim or employer file, Access to the surveillance recording and or the
transcript will not be granted until a Regulatory Services investigation is complete;
thereafter, if there is an issue in dispute the parties will have full access to these
materials,

C. The decision to conduct surveillance

A referral for surveillance may be sent from a Case Manager after reviewing
discrepancies in a claim, and/or evidence including external surveillance received from
an employer, and/or an allegation received through our Action Line. In each case, a
Compliance Specialist in Regulatory Services reviews the referral carefully in the context
of the specific claim. Typically, this would include:

* areview of the allegation against current benefit entitlement to assess the merit
of the allegation, and whether surveillance might inform a benefit entitlement
decision; ) .

* areview of all previous claims of the worker to identify other options for
investigation; '

* have all appropriate administrative options been considered first?

* areview of all additional sources of reliable information (eg MTO, CRA
information ).

The decision to conduct surveillance is made bearing in mind that the privacy of the
individual is being weighed against the need to pratect the integrity of the system in
each and every case. The Compliance Specialist must prepare a detailed request
requiring two levels of managerial approval. The request itself must consider the
potential impact surveillance evidence could have on the worker’s entitlement to
benefits. It must clearly articulate the rationale for conducting surveillance, and the
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instructions to the Private Investigator (“P1”) must follow that rationale with clearly
stated instructions. If these standards are not met, the request will be denied.
Speculative requests for surveillance will not be approved.

In addition, the impact of covert surveillance on an individua), if discovered or following
disclosure to the worker, needs to be considered when balancing the benefits of this
investigative tool with its potential negative effects.

Surveillance should only be considered where less-invasive investigative tools have been
attempted first, or ruled out. In many cases, a Compliance Specialist will identify other
evidentiary sources which may focus, limit, or even eliminate the need for a surveillance
assignment. Increasingly, social media has been relled on as an alternative evidentiary
source In determining the scope or need for surveillance evidence. Social media
searches are discussed in greater detail below.

A Director in Regulatory Services must approve the use of surveillance in every case.
First, our Compliance Specialists will review and analyze all requests for surveillance to
determine whether:

e the request is feasible and appropriate under the circumstances, and that
o all reasonable administrative options other than using surveillance have been
considered. '

If recommended by the Compliance Specialist, the second level of review is conducted
by the Compliance Specialist’ Manager, who must review and approve the request prior
to sending it to the Director. An auditable “paper trail” is created in each case to
document the request/review/recommendation/approval process.
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D. The surveillance assignment

Once approved, the Compliance Specialist is responsible for ensuring that the
surveillance assignment is made and managed according to WSIB standards, guldelines
and contractual obligations. This includes:

» selecting the appropriate PI firm;

* negotiating terms of the assignment;

* forwarding assignment letter to firm:

* managing assignment operations on a daily basls through regular contact with
PIs);

* documenting surveillance product received;

* assessing surveillance evidence for authentication and admissibility;

* evaluating performance of firm in carrying out the assignment {Report Card),

The WSIB currently has a roster of private surveillance firms it has contracted with,
following a stringent open, competitive procurement process, These firms are located
throughout the province. Report Cards are maintained for each firm to monitor service
for quality, professionalism, and customer service (eg ability to follow our careful
instructions). A database for surveillance firms is maintalned to reference the P firm
profile and current performance scores. ‘

For each surveillance request received in Regulatory Services from a Case Manager, the
Compliance Specialist will consider the performance profile of the firm, together with
many other criteria in determining which firm will be assigned to conduct surveillance.
Other criteria include, but are not limited to geographic location of firm, availability of
resources at specific times and/or durations, special needs associated with the
assighment, physical resources of the firm, etc.
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The assignment letter is an offer which the selected P! must sign to accept. in the letter,
the Compliance Specialist provides specific terms and requirements for the assignment,
including but not limited to:

« authentication of video recording, including type of equipment used;

e legal compliance with applicable privacy laws, WSIB, and Pl licences;

e confldentiality & Conflict of Interest;

e documentation preparation, delivery, and retention;

« adherence to instructions, and daily reporting to Compliance Specialist;

» expectations regarding positive identification of subject, objective reporting etc.

The assignment letter then describes the background of the subject, details of the claim
and the claimant (physical description, address, vehicle plate number, etc). Most
importantly, the assignment states the allegation made eg it is alleged that he is
misrepresenting his level of disability, or it is alleged that she is working in her pre-
accident occupation for another employer) and the special instructions connected to
that allegation.

Daily contact between the Pl and the Compliance Specialist ensures that the assignment
is being conducted in accordance with our instructions, with due respect for personal
privacy, and allows the Compliance Specialist to assess the appropriate duration of the
assignment and further investigative opportunities not previously anticipated.

E. Surveillance evidence

A Compliance Specialist will review the proceeds of surveillance {photos, video, written
report) and ensure that it is within policy and privacy guidelines, and the worker has
been positively identified. Next, the Compliance Specialist must determine whether the
evidence gathered, including the surveillance evidence, suggest the need for general
and/or specific deterrence of the wrongdoing through formal investigation and
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prosecution. If so, the matter goes through the normal referral process for investigation
within Regulatory Services, for offences under s. 149 of the Workplace Safety and
Insurance Act, !

If a matter is under investigation with a view to prosecution, the surveillance evidence
will not be sent to the relevant claim file until the investigation has been completed, at
least to the point where access to this information would not compromise the integrity
of the investigation.

The surveillance evidence obtained may support or refute an allegation of wrongdoing
by the worker. Even when the surveillance evidence tends to support an allegation of
wrongdoing, in the majority of cases? surveillance evidence does not result in a referral
for formal investigation and prosecution. In every case, the authenticated surveillance
report is directed to the relevant claim file.

F. Social Media

The WSIB does not have a specific policy governing the use of social media evidence in
assisting a decision maker who has a “duty to hear, examine and decide issues” under
the Act. However, as noted earlier, a review of publicly available information on the
internet can focus, limit or eliminate the need for more intrusive investigative tools such
as surveillance,

Applying the same principles as with obtaining surveillance evidence, the WSIB 'must
ensure that the engagement in social media does not exceed an individual’s reasonable

1149(1) A person who kpowlngly makes a false or misleading statement or representation to the Board in connection
with any person's claim for benefits under the insurance plan is guilty of an offence.

149(2} A person who wilfully fails to inform the Board of a material change in circumstances in connection with his or
her entitlement to benefits within 10 days after the change occurs is guilty of an offence,

2 In 2012, 149 surveillance assignments were completed, of which 22 were referred for enforcement.
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expectation of privacy. Given the various different social media channels and formats,
the privacy line is far from clear.

Where information is publicly accessible, Compliance Specialists in Regulatory Services
have obtained evidence which has proven useful both in the adjudication of claims and
as an aid to more focussed surveillance assignments. in the past year, our Compliance
Specialists have gained valuable, publicly available information through Internet
websites, Facebook, Twitter, Linkedin, and YouTube.
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Surveillance and the WSIB

The WSIB has a duty to hear, examine, and decide
issues under the Workplace Safety and Insurance
Act or the Workers' Compensation Act (the Act) and
may use surveillance to gather evidence for this
purpose. Surveillance is used by the WSIB to:

m inform benefit entitlement decisions
m verify or confirm an allegation of non-compliance

m inform a general or specific deterrent — e.g. POA
charges
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Addressing Privacy Concerns

m We must have a strong basis to support the use of
covert video surveillance, not mere suspicion

m Surveillance must be clearly related to a
legitimate business purpose; there needs to exist a
strong likelihood that surveillance will help
achieve the business purpose

B We need to weigh whether the loss of privacy is
proportional to the benefit gained

m We need to consider whether other less privacy
invasive means of collecting personal EmoH.Bm:os
would be more appropriate
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Surveillance Oversight

m Referral from decision maker must be copied
to their manager

m A Compliance Specialist will review the
referral and recommend surveillance if
appropriate

m The Acting Manager of the Confirmation Team
reviews the request and approves if appropriate

m The Director of the Compliance Branch is the
final level of approval
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Where it starts — Red Flags

Personal Relationship with employer

Accident occurs shortly after being hired

Occurred before seasonal shut down or work shortage lay-off
Lack of compatibility between diagnosis and accident history
Accident history changes supporting a more serious injury

Has not returned Form 41's

Never home, returns calls after hours, noise in background
Frequent change of doctors/specialists

Unreasonable distance traveled by worker to see GP

Prolonged healing - lack of supporting médical evidence and/or
objective findings

Indication of drug dependency
Anonymous Tips

wsib
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First, Make a Telephone Call

m Prior to making a referral for surveillance, decision
makers need to contact the Compliance Specialist
attached to their sector/regional office to discuss the
referral

m A preliminary review of the claim will be undertaken
by the Compliance Specialist to determine whether the
allegation on its face has merit and whether or not
suitable administrative options are available

m If after the initial review a referral appears appropriate,
the Compliance Specialist will ask that a formal request
be e-mailed to them copied to their manager
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Process - Claim Review

A typical review will include the following steps:

m the allegation is reviewed against current benefit
entitlement to assess whether or not it is reasonable to believe
that the allegation has merit and that surveillance will inform
a benefit entitlement decision

m the Compliance Specialists will ensure that the claim is in
order and appropriate administrative options have been
considered

m previous claims for the worker are identified and reviewed
for information applicable to the issue at hand and to 1dentify
potential new administrative opportunities

m once pertinent WSIB records have been reviewed,
additional sources of reliable information are 1dentified and
considered .
wsib
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Search for New Information

Searches are conducted of pertinent external sources of
information for new evidence. The new information often
in and of itself has the potential to impact benefit
entitlement decisions and/or inform a direct referral for
investigation by RSD without the need for surveillance.

m Canada Revenue Agency

m Ministry of Transportation

m Internet including Facebook

m Ministry of Government Services
m Contact with compliance partners
m Site visit
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Surveillance Assignment

m The WSIB utilizes a roster of private investigation
firms contracted through an RFP to conduct
surveillance

m Firms are selected case by case by the Compliance
Specialist matching a firm’s skill set to each particular
assignment

m Surveillance is monitored day by day through direct
contact between the Specialist and the operative

® Duration of surveillance (number of days) determined
by the complexity of the decision to be informed — e.g.
strict level of disability decisions require additional
days as compared to proving unreported employment
wsib | n
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Barriers to Success

m No recent activity on claim, restrictions have .
not been updated or are too generic

m Inability to locate the worker
m Lack of activity

m Location — rural properties and apartment
buildings pose great challenges

m Surveillance in isolation can’t prove income

- wsib
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Proceeds of Surveillance

A Compliance Specialist will review the proceeds
of surveillance in each case ensuring that:

m the surveillance evidence meets policy/privacy
guidelines

m the worker has been positively identified

m in those cases where the identity of the worker
remains in question, takes extra steps to confirm

identity prior to the surveillance evidence being
directed to claim

m determines whether surveillance requires/warrants
further investigation/potential charges

- .o
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Post Surveillance Impacts

Surveillance evidence often has the ability to significantly
impact benefit entitlement yet not meet the standard set by
the courts to warrant a prosecution.

In those cases where an investigation is not to be
considered, the Compliance Specialists will direct the new
evidence to the relevant decision maker/claim file and
offer other assistance as required. .

In those cases where an investigation is warranted, the file
will enter the regular RSD investigative intake stream,
however, carriage of the claim and all related decisions
will remain with operations throughout the course of the
investigation/prosecution.
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